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Innovation Is A Big Idea with Big Potential

SECURING THE GREAT PROMISE OF NETWORK VIRTUALIZATION

BB MRS R LGS

CITIC Telecom International CPC Limited
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An overarching theme across IT in recent years has been the
concept of virtualization. From virtual machines and virtual
storage, to virtual applications served via the “cloud” model, there
are excellent reasons for the virtualization of resources. In a fast-
paced business environment, virtualization offers high flexibility.
Rapid response to changing needs and market conditions
gives companies a significant advantage. Enterprises can also
leverage economies of scale to minimize expenses, and maximize
scalability, by outsourcing key infrastructure components to
a service provider who delivers and manages the virtualized
offerings. For all these reasons, and more, it was only a matter of
time before the network itself became fully virtualized.

A Paradigm of Possibilities

Network virtualization is not an entirely new concept. For
example, Virtual Private Networks (VPNs) have existed for
decades. Yet with software-defined networking (SDN) and
network functions virtualization (NFV), the transformation of
physical data links (such as cabling) and physical network devices
(such as routers) into IT abstractions reaches new levels of
flexibility, agility, and scalability.

SDN forms the basis for advanced virtualized networks,
decoupling the task of creating networks from physical devices
such as routers and switches. NFV enhances these virtualized
networks, such as with load balancing and firewall functionality,
which also have traditionally been performed by physical
hardware. With SDN and NFV, even when physical devices may be
required, the network functions (such as routing and switching)
are defined in software, to be executed on generic boxes that can
be dynamically reconfigured to provide other functions.

In fact, the dynamic reconfiguration is where many of the
advantages of virtualized networking reside. Comparable to
the advantages of cloud computing, where virtual machines
can be dynamically created and adjusted on demand, SDN
and NFV enable rapid reconfiguration of networks to produce
not merely a sufficient topology, but an optimized topology
that is perfect for a specific application. Theoretically, network
configurations can change from minute to minute, according to
application needs, an impossible achievement with traditional
physical infrastructure. This dynamic reconfiguration can even
be automated, such as in conjunction with the needs of an
application running over cloud computing. There are truly
powerful possibilities with SDN and NFV.
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The Need for Pervasive Protection

Yet, this unprecedented level of agility brings an unprecedented
level of vulnerability. Because network functions are virtualized,
if control systems are compromised, attackers will gain the
unauthorized ability to modify network topology with disastrous
consequences. Thus, a virtualized network infrastructure
demands thorough planning and significant discipline in
security. A related issue is that the emergence of the Internet
of Things (loT) paradigm also drives demand for a total security
solution to protect everything connected to the network, and
the network itself.

To achieve sufficiently comprehensive protection for loT-enabled
and virtualized networks, a “security fabric” must be implemented
across the whole infrastructure, covering everything through a
concerted, dynamic and proactive security approach that leaves
no gaps to be exploited. The business infrastructure must operate
securely at a fundamental level.

Providing Expansive Enterprise Security

As one of the earliest VPN providers, and a pioneer in cutting edge
cloud computing, CITIC Telecom CPC has long been aware of the
business benefits of network virtualization. With the advent of
SDN and NFV, CITIC Telecom CPC's suite of offerings have become
more relevant and important than ever, for enterprises that wish
to realize the benefits of complete network virtualization and
tighter network-application integration, while being thoroughly
protected against diverse modern business threats.

In CITIC Telecom CPC's view, protection of digital assets begins
at the computing core, with robust security that guards against
unauthorized tampering of computing resources that support
mission-critical business applications. By offering a best-of-class
virtual and dedicated private cloud architecture through its
SmartCLOUD™ platform, CITIC Telecom CPC delivers a cost-
effective, highly scalable, high performance, and highly secure
computing resource for customers. SmartCLOUD™ feature
dynamic on-the-fly allocation of processing power, memory,
and storage, with secured connectivity that isolates applications
and ensures data integrity. As a versatile computing platform,
SmartCLOUD™ supports diverse business applications, including
backup and recovery services, virtual desktops, workgroup
collaboration and communications tools, video conferencing,
and traffic and application balancing, among other functions,
all running in a fully protected environment. In responding to
the aspiration of the cloud management service from customers,
CITIC Telecom CPC will launch SmartCLOUD™ professional service
to manage the operation system and application which are
deployed on SmartCLOUD™ platform for enterprises to ease the
management of IT resources on cloud. With 10 SmartCLOUD™
Service Centers across Asia pacific, CITIC Telecom CPC offers a
comprehensive suite of solutions that empowers companies to
focus on their core competencies and enhance business growth.

Complementing SmartCLOUD™, the TrueCONNECT™ and
TrustCSI™ solutions offer secure global virtual networking
and comprehensive enterprise-wide security. TrueCONNECT™
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encompasses a range of VPN services from express setup
solutions to fully managed premium virtual WAN solutions, and
even WAN optimization for VPNs. TrustCSI™ covers everything
else with broad security components that range from end-point
and network protection, to proactive and intelligent threat
assessment and remediation measures. TrustCSI™ ATP (Advanced
Threat Protection)’s non-stop layered security is especially notable
for addressing modern advanced threats, by encompassing
Unified Threat Management (UTM), Web Application Firewall
(WAF), Secure Email Gateway (SEG), Sandboxing and file
quarantine, and round-the-clock Managed Security Services
(MSS). Furthermore, TrustCSI™ is fully managed by a team of
certified security experts complementing 24x7 monitoring by
CITIC Telecom CPC’s ISO-certified Security Operations Centers
with powerful SIEM technology that proactively identifies and
mitigates threats.

For data intensive applications, CITIC Telecom CPC also offers
its DataHOUSE brand of Cloud Data Center services. These
world-class Cloud Data Centers are built on a world-class
technological platform and carrier-grade network infrastructure.
Taking advantage of the VPN backbone enables enterprises to
seamlessly access to 27 data centers within the Asia Pacific and
worldwide. The service is not limited to provide traditional facility
management; hosting or colocation, but specifically designed to
handle the demands of cloud infrastructure, private and hybrid
cloud environments.

Advancing to an Era of Inmense Advantages

Looking ahead, CITIC Telecom CPC plans to further enhance its
support of loT and network virtualization, augmenting its already
impressive and comprehensive suite with innovative new NFV-
capable features. These enhancements will lead to even more
accelerated services provisioning, plus many other benefits.

As can be seen, the possibilities of enterprise network
virtualization are immense, but they can only be safely realized
with a holistic approach of total security synergy from a total ICT
solution provider. Thankfully, all the hard work has already been
done, and with the right managed services provider, businesses
can readily look forward to a brighter future where they reap
the substantial rewards of a new era of tremendous efficiency,
productivity, cost effectiveness, scalability and agility.
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