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Introduction

It is no doubt that all the business activities are heavily relied on
the Information Technology (IT) ranging from the mobile apps,
web applications and online transactions in these days. While
the IT development does bring a lot of benefit to business and
convenience to general public, it is creating a greater risk in the
IT security. We realized that a quantum jump in volume of cyber-
attacks has been recorded in the recent years. The varieties of
attacks including ransomware, loss of personal identifiable
information, forgery in financial transactions and many mores,
effectively put the personal and business activities under the
risk of a huge financial loss. Cyber Security is emerging as a key
element to protect the confidentiality, integrity and availability of
IT infrastructure and data.

Corporations no matter big or small should adopt a prudent
approach towards cyber security because increase of cyber-
attacks and data breaches incidents become a major risk and
challenge in Hong Kong as a financial centre in Asia. We have
seen a number of well publicized data breach such as credit cards
information being stolen. Cyber threats will continue to have an
outsized impact on Hong Kong business operations, and it can
erode public trust and reduces the ability to deliver effective and
reliable financial transactions.

Staying on Top of the Cyber Attacks

The core function of cyber security in a corporation should focus
on creating a security program that is anchored on PREVENT-
DETECT-RESPOND. Prevention could be interpreted as the
fortification of the cyber security infrastructure such as deploying
two tiers firewalls, IPS (Intrusion Prevention system), DLP (Data
Loss Protection) application etc. The aim is to protect the valuable
assets of an organization, e.g. customer records and financial data.
Another aspect of prevention is the cyber security policy, which
must be clearly defined and executed accordingly. The common
practice is to adopt well recognized standard, namely the Center
for Internet Security (CIS) Critical Security Controls for Effective
Cyber Defense as guidelines for computer security within an
organization. It is usually referred to CIS Top20 guidelines, which
have 20 most effective practices to avoid most of the cyber
security breach.

Detection involves capability to detect any anomaly in IT
environment of organization. In the latest approach of cyber
defense, all organizations should assume they have been
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compromised by hackers in some ways. Research results in 2018
indicated that the average duration to discover systems being
compromised (commonly called Dwell Time) by organizations
in Asia Pacific Region was 498 days. The hacker could certainly
do a lot of damage within an organization in such a long time.
Therefore, the detection capability becomes more critical in the
cyber security defense chain.

In the past, we could rely on the signature base detection appliance
or application as our main detection system. As the growth of
malware was in exponential orders since 2014, there were around
350,000 new variants of malware being developed each day in
2018 according to the research of AV-Test Institute. It makes the
signature-based detection becomes less effective because the
determined hackers could produce a variant in short time to by-
pass the anti-virus software and detection system.

Adopting the Best Practice on Cyber Security

In response to ever increasing hackers’ activities and evolving
technique, US Government advocates a new approach with four
key innovative strategies to defend against and mitigate cyber-
attacks. They are:

1. Proactive cyber threat hunting
2. Increased use and sharing of cyber intelligence data

3. Continuous security monitoring, with an emphasis on boundary
protection and security event lifecycle management

4. Automation and orchestration of security operations

Proactive cyber threat hunting is usually riding on big data
analytics. The advanced Security Operation Centres around the
world currently devoted a lot of effort to produce detection
scenario through the various data analytics and machine learning
technique. This approach provides an in-depth analysis of any
new attacker’s tactic, technique and procedure, and is the most
powerful way to detect any APT (Advance Persistent Threat)
group or Zero Day attack in these days.

Sharing of the cyber intelligence does have the benefit to detect
the new malware more effectively. One of the common practices
to share cyber security information is through Information Sharing
and Analysis Center (IT-ISAC), which is a nonprofit organization
being set up worldwide that provides a central resource for
gathering information on cyber threats to critical infrastructure
and providing two-way sharing of information between the
private and public sector. There are many close sharing groups for
specific industry such as finance, utility and transportation.

HKT has established a Next Generation Security Operations
Centre (NG SOC) based on an adaptive security model aiming
to tackle the latest malicious attack in the form of APT and
Zero Day Attack. HKT NG SOC rides on a large pool of cyber
security expertise and makes use of big data analytics together
with Cyber Threat Intelligence (CTI) platform to provide a brand of
professional services namely, Threat Management Services (TMS).
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Common Incident Handling Process Model
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TMS includes 24 x 7 surveillance, detection, incident response
and related professional services.

Responding to Cyber Security Incidents Effectively

Both Security Event Lifecycle Management and Automation
and Orchestration of security operations are mostly related to
security incident handling. Organizations should have the incident
response plan, which consists of communications and practice of
incident response process, in place. Otherwise, they are running
into a big risk that their IT would easily turn into a chaos under a
cyber-attack.

The current best practice of Incident Response divides the
handling process into six different phases. Each phase is extremely
important to follow in sequence, as each one builds upon the
other. The following phases are mostly adopted by the cyber
security practitioners. They include preparation, identification,
containment, eradication, recovery and lesson learnt. The
lesson learnt phase is very important in terms of knowledge and
experience build-up as well as the information sharing through
ISAC group.

HKT NG SOC adopts the latest incident response methodology
which is based on intelligence driven incident response. When
we come to identify the hacker’s tactic, technique and procedure,
it becomes more effective to discover the full extent of new
malware attack comparing to the traditional incident response
process which is malware centric. HKT NG SOC has deployed the
SOAR platform to facilitate the alert analysis and automate the
triage process as much as possible. It brings the benefit of being
able to respond to large amount of cyber security alerts within a
short time and filter out the false positive effectively.

HKT also invests a lot of resources to groom a pool of cyber
security specialists to operate the NG SOC. These efforts have
been recognized by HKT NG SOC winning the open competition
Top of SOC (BOTS) a Capture-the-Flag style event in November
2017, and the Best Managed Detection and Response Partner
Award of North Asia 2018 by a renowned cyber security Big Data
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HKT Cybersecurity Solutions
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Vendor in May 2018. The members of HKT NG SOC also won
CSPA (Cyber Security Professional Awards) awarded by HK Police
Force and OGCIO this year. These awards demonstrate the global
capability and quality of HKT's cybersecurity strength.

HKT'’s Response to Cyber Security Needs

In view of the demand of highly technical expertise to run a
cyber-security program for each organization, HKT offers an all-
round cyber security solutions suite providing end to end cyber
security solutions covering WAN, LAN, Wireless and Wireline
environment. There are three core components that support
HKT to deliver superb cyber security solutions to corporates and
the community. They are NG SOC (Next Generation Security
Operations Centre), Fixed and Mobile Network Operations and
Security Control, CTI (Cyber Threat Intelligence). Based on these
three cores functions, HKT leverages the capabilities to support
all aspects of our solutions suite including Security-as-a- Service,
which provides a network based protection such as DDoS and
DNS attack. Other types of services include Professional Services
(such as Vulnerability Assessment and Management), On-Premise
System supports (such as security infrastructure setup) and
Managed Security Services (such as managed Web-Application
firewall service). HKT continues to build cyber securities
capabilities through NG SOC and develop more services to meet
the needs of business community.

Conclusion

As the cyber security landscape is in ever evolving state,
corporations have to gear up the cyber security capability to
mitigate the cyber threat through adopting the best practice
and automation platform. The practice of PREVENT-DETECT-
RESPOND should be implanted into the IT security operations of
each organization. M
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