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Keeping Cyber Security Ahead of Crime

in the 5G Era
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In an increasingly digitalised market, cybercrime and telephone
deception could be described by the old saying: “As virtue rises
one foot, vice rises 10”. Ever-more fiendish cyberattacks and
phone scams are rightly prompting enterprises and individuals
to stay vigilant at all times. 3 Hong Kong is acutely aware of the
need to protect itself and customers, as the company transforms
from mobile operator to developer of a digital Internet economy
via rising levels of sophistication in mobile connectivity, services
and content.

Redesigning IT Infrastructure

3 Hong Kong has established a digital security team dedicated
to applying the latest technologies and expertise to making
sure cyber security stays at least one step ahead of the criminal
underworld. We have embarked on a transformational journey
that will help us prepare for 5G, while strengthening internal
security and addressing data breaches.

We design IT infrastructure security enhancements and safeguard
sensitive data, such as customer and payment information data,
according to industrial protocols such as the Payment Card
Industry Data Security Standard.
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3 Hong Kong's digital
transformation project involves
redesigning IT network
infrastructure.
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Our digital transformation project involves redesigning IT network
infrastructure by partitioning network elements, systems and
platforms according to their disparate purposes - all so appropriate
levels of security control can be applied. We also deploy a variety
of firewalls and anti-DDoS systems.

Expected completion of a four-phrase project in 2020 will also
see 3 Hong Kong introducing a “tokenisation” solution. This means
sensitive information will be stored in difficult-to-decrypt tokens,
thereby reinforcing protection around customer credit card
information.

Fending off Cyberattacks and Phone Scams

3 Hong Kong combats cybercrime and telephone deception of
all kinds. Common and enduring industry threats revolve around
roaming fraud, identity theft, employment traps, phishing email and
“one-ring-one-cut” phone scams. This has prompted us to deploy
advanced IT systems, along with close monitoring of procedures
and processes in order to minimise threats to operations.

Roaming Fraud

Roaming fraud is a mobile-generated, industry-wide problem
related to International Revenue Share Fraud. In one category of
persistent roaming fraud, users who have handsets stolen overseas
end up having to pay massive phone bills, because fraudsters use
their handsets or SIMs to make seemingly countless IDD calls.
In response, 3 Hong Kong deployed the Fraud Management
System to monitor customers’ roaming data habits, with a view to
suspending service the instant abnormal usage is detected. This
highly-effective system has reduced fraud loss that would have
otherwise cost customers hundreds of thousands of Hong Kong
dollars in each case.

Identity Theft

Fraudsters also steal identities by hijacking mobile numbers
or using a victim's SIM card to get free handsets from a mobile
operator. After obtaining someone’s SIM, these criminals login to
the victim's eBanking account to shop online or conduct online
transactions. 3 Hong Kong became one of the first service
providers to enhance the SIM replacement process in 2018 by
sending requests for approval to a customer’s email account, or
second SIM, using a one-time password to confirm his or her
identity beyond doubt.

Employment Trap

This deception involves fraudsters posing as “recruiters” to exploit
job seekers desperately looking for quick cash. The targets are
asked to subscribe to a monthly plan or handset offer on behalf of
a stranger in order to resell popular handsets for profit or obtain
personal information with which to apply for a credit card or loan.
The job seekers end up being hit by massive telephone bills or
other debts. Employment trap deception was widespread in 2011
and remains a threat today. In fact, one victim lost close to HK$1
million back in 2016, according to a news report.

Taking the initiative once again, 3 Hong Kong makes strenuous
efforts to keep frontline staff alert to this kind of deception by

3 Hong Kong's digital security team applies the latest technologies and
expertise to making sure cyber security stays at least one step ahead of
the criminal underworld.
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conducting regular briefing and training sessions. Also in place is
an effective system of immediate notification on suspicious cases.

Drawing the Public’s Attention to Scams

3 Hong Kong works tirelessly to enhance internal security.
Considerable effort is also pumped into raising public awareness
around cybercrime and phone deception. We publish
announcements in newspapers and on websites and social media
platforms to alert the public as soon as new forms of deception
emerge.

In 2015, an unidentified party made use of Hutchison Telecom
Hong Kong's name to set up a bogus company website and fake
email address, via which it reached out to the general public.
We also became aware of individuals masquerading as 3 Hong
Kong staff and calling members of the public under the pretence
of promoting mobile renewal offers. In actual fact, they were
encouraging their targets to switch to other mobile providers.
These individuals provided inaccurate service renewal information
and harassed and threatened their targets with foul language.

3 Hong Kong acted immediately by bringing the fraud to light.
We alerted the general public and reported the miscreants to the
police.

3 Hong Kong takes proactive action to alert customers to new
cases of phone deception, and collaborates with police, other
industry players and anti-cybercrime associations in the fight
against crime.

In 2018, 3 Hong Kong was one of the first operators to alert
customers to an industry-wide scam called Wangiri or “one ring
and cut”. This involved fraudsters generating calls from overseas
to random mobile phone numbers, then hanging up after one or
two rings.

3 Hong Kongreceived enquiries after customers took unexpected
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3 Hong Kong pumps
considerable effort into
raising public awareness
around cybercrime and
phone deception.
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international calls from obscure country codes such as +678
(Vanuatu), +256(Uganda), +881(Iridium Satellite), +674(Nauru),
+675(Papua New Guinea), +676(Tonga) and +685(Samoa). Some
returned calls to those numbers and incurred international
charges. We were swift to stop the scam spreading by alerting
customers via text messages and posting warnings on our
website and throughout social media platforms. The media
picked up the story and drew the public’s attention to the scam.

Stakeholders Must Join Forces to Combat
Cybercrime

In another move, 3 Hong Kong supported launch of the Hong
Kong Police Force’s Anti-Deception Co-ordination Centre by
sending SMS to customers in July and December 2017. We also
took part in three consecutive years of crisis drills organised by the
Hong Kong Computer Emergency Response Team Co-ordination
Centre - and remain in touch with international anti-cybercrime
associations.

The battle between cybercrime and cyber security shows no sign
of abating, as the telecoms industry migrates towards the 5G era
and even greater digitalisation. In order to combat cybercrime
triumphantly, we - industry players, consumers, police and other
stakeholders — must work together, locally and internationally. M
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