Chairman’s Message
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| am excited and honoured to be the chairman of CAHK for the very first time.

I would like to express my heartfelt thanks to my predecessor, Mr. Stephen Ho, CEO
of CITIC Telecom CPC and his executive committee at CAHK for their contribution in
the past six years and their efforts in working closely with fellow members, government
departments, industry associations, and the academia for the development and growth
of Hong Kong's ICT industry.

The theme for the 2018 CAHK Official Guide is “Cybercrime and Telephone Deception”.
According to an article published on SCMP in March 2018, at least 2 million Hong Kong
internet users were hit by cybercrime in a 12-month period. The victims lost $220 on
average and spent 19 hours to rectify the impact. Hong Kong's cybercrime rate was
higher than that of Japan and Singapore by 18% and 33% respectively. Police figures
indicate cybercrime cases have skyrocketed. While 653 cases of cybercrimes were
recorded in 2005, the number reached 5,939 in 2016, with HK$2.3 billion lost that year.

As the use of internet is a necessity for most of us these days, cybercrime is something
that we have to live with as part of our daily lives. It is here to stay as it is impossible to have zero cybercrime unless the whole
internet is shut down. Telcos and ISPs can only do so much to filter malicious traffic such as DDoS (Distributed Denial of Service)
attacks and emails which invokes ransomware and new malwares to be developed by cyber-criminals. Big data and Al offer great
help to improve the timeliness and accuracy of prediction and detection algorithms for filtering malware and malicious traffic.
However they will never achieve 100% detection. The last line of defense is always for the end users to stay alert and protect the
integrity and confidentiality of their data by following advice and tips of reputable information security professionals.

Recently there are increasing number of incidents of online and telephone frauds which cause financial loss to the victims.
Cyber-criminals use different online channels such as social networks, email and voice to attract attention of un-suspecting users.
Through the use of clever social engineering techniques, these cyber-criminals firstly gained the trust of their victims, mostly
with emotional attachment. Being in the cyberspace, it is not difficult for them to pretend to be anyone such as a professional
or even a good looking person of the same or different sex. In the past these frauds are very difficult to detect or predict. With
the advent of data analytics and Al it is not impossible to develop applications or software tools which flag the likelihood of such
frauds happening and alert the users accordingly. However such techniques also lead to concerns about invasion of privacy and
collection of personal data. While more sophisticated means will be available to provide additional protection, there are trade-offs
that users will have to be aware of.

When we talk about our industry’s growth, in no way can we skip digital transformation, which is no longer only a buzz word. Digital
transformation is here and real. It covers every aspect of how a corporation runs its business, including revenue generation and
cost reduction. As cybercrime poses an increasing risk to most corporations, they have to ensure that there are sufficient expertise
and capability, either in-house or outsourced, to detect and counteract cybercrimes. It turns out that digital transformation is
pivotal in nurturing such capability because modern anti-cybercrime techniques also require technologies such as data analytics
and Al

The telecom industry has a role to play in reducing cybercrime and telephone deception. | am delighted that many of our fellow
members are so willing to share their views and experience in coping with cybercrime, protecting customers from becoming
cybercrime victims, and assisting customers who have been impacted. Their insights form a sound basis on which CAHK can
contribute more to the industry in counteracting cybercrime for telecom users and our members alike.

The CAHK 2018 Official Guide is only a part of the overall journey to fight the cybercrime battle. I welcome members to provide
suggestions and propose initiatives that CAHK can pull off to protect users from these threats. For example, telcos and ICT
companies can collaborate with start-ups to develop solutions addressing various cybercrime issues.

All'in all, your participation is of great importance because it allows us to leverage on the knowhow and capability of companies
in different areas and drive innovation and technological development to facilitate Hong Kong to become a smart city and Asia
Pacific’s leading digital hub.

Mr. Kenneth Lau
Chairman of Communications Association of Hong Kong
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