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China Mobile Hong Kong Company Limited (“CMHK”) has been
a leading mobile network operator in Hong Kong for years. In the
past two decades, with the rapid breakthroughs in technology,
CMHK has been providing many outstanding services to Hong
Kong citizens.

According to CMHK, they launched the world'’s first converged
commercial LTE network in 2012 and successfully introduced
4.5G mobile network in November 2016. CMHK also states
that they are the first mobile operator to provide 4G network
coverage in 16 tunnels throughout Hong Kong in 2016. CMHK
has reached some key milestones in 2017. They are Hong Kong's
first mobile operator to cloudify its core network in February; the
world’s first operator to launch commercial 2.3GHz TDD Massive
MIMO technology in August; and the first operator to launch
NB-lol commercial service in September. Without technology
advancement, it would not be possible of CMHK to deliver such
high-quality services. CMHK was awarded the “Trial Permit for
5G Test” (5GHEAMTEIEFFATFE) by the Office of Communications
Authority (OFCA) and has been conducting lab tests continuously
with 5G commercial equipment within the assigned 5G trial
spectrum since March 2018. CMHK is committed to acquiring
5G technologies and application experiences to build a solid
foundation for the leading technology development.

CMHK'’s Approach to Data Security

Data security is one of the major concerns in the digital world. To
address internal security, China Mobile Hong Kong has set up a
department which is responsible and accountable for IT security
administration. This department works with the legal department to
provide timely updates on cybercrime trends and offer continuous
trainings that focuses on enhancing cybersecurity for internal
staff. CMHK provides “on-demand IT security announcement”
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service and face-to-face training session, “Information Security
Awareness Training”, to employees. The classroom-type training
ensures CMHK employees have a good understanding of
company information security policies, procedures and best
practices. The training also raises their awareness of managing
their IT responsibility and the additional risks incurred if failing to
comply with the rules and regulations. The training sessions are
conducted to ensure effective information delivery: once a month
for new staff orientation, once every quarter for departmental
staff and by on-demand requests. The trainer is provided by their
IT Security team with more than 14 years of experience in IT
System Security.

Furthermore, data output is separated into three orthogonal
categories: 1) mobile data 2) company data 3) corporate data. This
is accomplished by implementing safeguards such as firewall, that
prevents whoever obtains Email data, for instance, will likely not
be able to get their hands on mobile data.

To address security externally, China Mobile adopts the
international  standards ISO 27001 (information security
management system that includes standardized legal and

technological protocols), Information security compliance audits,
and white hat hacking and penetration testing methodologies
to safeguard the security of CMHK’s information systems.
Customers’ data is split into three tiers: basic client info (i.e.
phone numbers, passwords), detailed call record, and customer
behavior (e.g. spending patterns, data package used). For instance,
abnormally long calls (e.g. 7 hours non-stop) are alerted to fraud
teams who are responsible for monitoring suspicious activities.
These teams monitor scams such as phishing calls, and to keep
customers informed of the latest social engineering tactics.

The easiest thing to hack is one’s passwords. A.l. robotics
technology can go through trials and errors countless times. To
counter this, some operators have users receive a text if their
accounts were hacked into so they can change their password,
and/or go through CAPTCHA (Completely Automated Public
Turing test to tell Computers and Humans Apart) tests to tease
out humans from machines. The former aims to prevent hackers
from accessing private data, while the latter ensures that hackers
are humans instead of machines. Both measures are required by
CMHK; and as of now, no confirmed data breach has occurred to
China Mobile.

Tackling Telephone Deception

The Legislative Council Secretariat's research office states that
Telephone deception is the second largest category of crime in
Hong Kong in 2017, with a share of 13%. Since 2012, telephone
deception has been facing an uptrend where the number of
deception and fraud cases has surged by 97% in eight years to
a peak of 9,353 cases in 2015. Despite the number of telephone
deception cases dropped by 66% in the past two years to just
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below one thousand cases in 2017, a 4% rebound in the amount
of financial loss to HKD229 million has been recorded.

Recently, telephone scammers have used CMHK'’s channels to
conduct telephone deception calls. The scammers often pretend
to be staff of CMHK telling users they have outstanding telephone
bills, and providing them with a bank account so that they can
wire money in. Fortunately, not many people fell for this scam
despite the sheer amount of phone calls made behind this scam.
Nonetheless, this scam needs to be addressed. CMHK responded
by reporting cases to the police’s Anti-Deception Coordination
Center (ADDC) as soon as possible, as well as to alert users with
mass distribution of text messages, on website, and social media.
Additionally, China Mobile’s hotline includes a voice recording that
warns callers of recent scams.

As a service provider, protecting customer data is of fundamental
importance to CMHK. Security measures are implemented to
protect customer data and privacy so that such information will not
be actively advertised for marketing purposes. An independent IT
security team are involved in countering telephone deception, and
the trend of successful cases has dropped in recent years. Apart
from technical efforts, CMHK actively aids customers to tackle
cybercrime by reporting telephone deception cases to the police,
educating users, and assisting victims after the fact.

Lee notes that the decline of telephone deception would largely
be dependent on the users’ awareness of deception tactics.
Service providers can do their share of raising awareness via text
messages or social media, but the users are the final gatekeeper
against cybercrimes. |
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