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CITIC Telecom CPC has been delivering innovative ICT solutions
to its enterprise customers since Day One. Through the efforts
of Mr. Stephen Ho and his growing team of ICT professionals,
the company’s impressive track record began in 2002, when he
identified the Virtual Private Network as the “next big thing” in the
enterprise market. They created a compelling MPLS VPN solution
for the increasing number of distributed enterprises requiring
cost-effective, yet secure and reliable, linkage with geographically
separated sites and staff, and truly delivered the right product to
the right customers at the right time.

The company has now grown into a multi-ISO-certified global
corporation, with over 1,000 staff, more than 140 points of
presence across 130 countries, and an extensive carrier-class
worldwide infrastructure. The company also continues to lead
the market in many ways with its flagship portfolio of innovative
ICT solutions, including cloud computing, enterprise connectivity,
data center offerings, and highly sophisticated security solutions
to thwart today’s wide variety of complex and ever changing
digital threats, including cybercrime.

—¥

BRI G
(HETERREON CR 6

Mr. Stephen Ho

Chief Executive Officer

CITIC Telecom International CPC Limited
fIEPEE

TR

RIEERENR (EEHEM) BRAHE

FIEBEIREMCPCAMKIM AR - —ER R EFTFIREAFH
ICTERRITE - 20024 #E - LB AERAEBEENICTE
¥EBNERZHT - FEEBEEMCPCAI T —EX — A5
ANEE - ERARIRM N - AR RARERZIABPBERB
TEMSH—ABYE FEEL tEMB LERZVHRES
W% SLCEFTZEAANANG TR ETHENERN
o BN EETRBEARTEMET - @At - F{EEERE
CPCERZEH# - #HHMPLS VPNARTS @ @8 A2 REAEN
FRIRFTER o

BRARERERA S —FXEHERE - WESZHISOBKR
REMEE - HEHER1,00068 TRI40ERBEE - BE
EH1B0ZEBEKRMBE - MEEEENERERECRESR
REZE - FEEREACPCHER 2 E RAIFTHICTRAT
R REREMEBERE  —RINEEEREREHRERS
E CEERPEEIR  EEEBEPLORBNESL2EER
% BELZTTHRE - RRAPEETPEYRSERSZEN
BISEE - BIERMERITOBEICTENLE -

RSWHPEKRILREFE

RIFERAMAR - NEAZEFTMIALERILE - [AEF
FAERBBEERRMNES - BEILEFENELTE : [5H
PHEILFENFERBA+TTF Z+FRNTHTR - FHEE
PREBREBARRS  BERREE  BEHRH - ER
5 HlRZTHKRE (zero-day attack) ©ER TG - |

MR MEAIEIRIRLE - I EEENRE - HRS T ARE BB
BRRENRA - STREEESIATRE S G EEE R -
BEAEENITRRGE - @E I - ®ELFIDAREHRE
IERERR - H RE SRR A B A8 3% A2 B4 P30 29 10 =2 B
LR - ARAIDUE BB SRR NBER LR

Official Guide to ICT Industry in Hong Kong &8 @ 2 &

77



Cybercrime Methods Today

“Cybercrime today is not like it was ten or twenty years ago,” said
Ho. “The earliest kinds of cybercrime mostly involved trying to hack
passwords. Then there were malware, viruses and sophisticated
advanced zero-day attacks.

In the news, high profile attacks have raised the public’s general
awareness of these threats, and various mandatory regulatory
measures have been implemented, particularly in the financial
industry. Yet, people and companies continue to be victimized,
partly because not enough people truly understand what kinds
of specific threats exist, and how to be protected against them.

Today, the most well-known attacks include phishing (sending
emails to trick potential victims into clicking fake websites that
look genuine and stealing their login information), malware (viruses
and Trojan Horse applications that are inadvertently installed on
devices), and ransomware (a special kind of malware that locks
user data, or threatens to release private information, unless
ransom money is paid).

The WannaCry attack is an excellent example of both malware
and ransomware. This high profile 2017 worldwide attack
targeted vulnerabilities in Microsoft Windows, and when a victim’s
computer system is infected, WannaCry would encrypt and lock
up all the computer data, then request ransom payment in Bitcoin.

One of the most interesting aspects of WannaCry was its origin.
It was later discovered that WannaCry was actually based on a
software tool created by the NSA (National Security Agency).
Criminals had stolen this information from NSA, and used it to
create WannaCry.

“The lesson we can learn from WannaCry is that it's not just a
malware created by criminals, but they actually stole the core
hacking tools,” said Ho. “So, first there was intrusion into the
enterprise, then intellectual property theft, and all this later led to
the malware and ransomware.

While ransomware such as WannaCry tries to directly extort
money from victims (not all victims will pay), a more subtle variant
is exemplified by WannaMine. Instead of alerting victims to their
presence, these types of malware hide in the background and
utilize the infected computer’s system resources for nefarious
activities. In the case of WannaMine, the infected computer’s
processing power is used to “mine” (or calculate) cryptocurrency,
with the mined cryptocurrency automatically transferred to the
attacker’s digital wallet. WannaMine slowed down computer
systems, and most of its victims were in Europe. Unless detected,
malware such as WannaMine are a kind of digital parasite, and
can cause many problems (deteriorating an e-commerce server's
responsiveness, for example).

As sophisticated as they are, WannaCry and WannaMine merely
represent two types of advanced attacks, and criminals have
evolved other elaborate ways of conducting their operations,
including leveraging zero-day vulnerability.
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Cutting-edge Technologies Boost Human-Machine
Interaction

Artificial Intelligence is one such way. The use of Al in cybercrime
is increasing. With Al, attacks can be more “productive” and easily
mass target a large number of people and companies (including
even small businesses, when in the past hackers only focused on
large organizations). Massive email attacks and phone scams can
be conducted using Al. The new Al-based attacks are also better
at masquerading as genuine communications and therefore more
people can be fooled into clicking to a fake website, downloading
malware, or answering the phone and talking to the scammers.

Speech Recognition is another technology adopted by these
criminals. Some scammers record victims’ voices on the phone and
use these recorded voices to authenticate voiceprint biometrics,
such as with some banking systems. When attackers combine Al
to call numerous phones, and use speech recognition to harvest
voice signatures, within a short time they can collect a very large
quantity of voice samples from potential victims.

One of the most crucial emerging areas of vulnerability in the
modern age is the domain of the Internet of Things (loT). Like
many other cities, Hong Kong is moving towards the era of the
Smart City, with a 5G mobile network infrastructure that will
support literally billions of connected devices. Hackers are already
starting to target these hardware devices. For example, duplicating
the wireless key devices of automobiles to unlock cars and steal
items inside them, or even drive away with the vehicles. Other
criminals are targeting mobile phones, and even finding ways to
steal money using contactless payment systems, including the
contactless cards in victims’ wallets.

With upcoming 5G and loT, even more attention must be paid
to fully secure a large number of devices, in addition to the
underlying mobile infrastructure itself. The Smart City era of
loT will feature many sensor-type devices that send out signals
when a predetermined stimulus is detected (such as if a room falls
below a certain temperature, or when movement is detected),
alongside numerous surveillance cameras. All these devices
are prone to security breaches. For instance, in 2017, many
surveillance cameras in Washington DC were hacked, ironically
not to commandeer cameras to spy on the city, but to exploit
the Internet-connected computers behind the cameras to send
ransomware-laden spam emails. So while Iol has the potential
to improve our lifestyles within a Smart City framework, loT also
requires a new paradigm of ICT security.

Advice for Cybercrime Prevention

As a long time observer of the changing nature of cybercrime, and
an active participant in its prevention, Stephen Ho has valuable
advice: “Always double-check everything,” he warns. “For example,
telephone scammers can now show a Caller ID of people you
know, and trick you into revealing information or authorizing
transactions. Parents have been tricked by WhatsApp messages
they thought were from their children, and sent money to certain
accounts, thinking they were letting their children buy games and
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other software. Always double-check and never assume anything
nowadays.”

Ho also recommends using two-factor authentication (which
usually involves a physical device, along with a password) for
everything, especially email and financial transactions.

For corporations, he suggests focusing on vulnerability
management, including being validated with security SO
certifications, and being particularly mindful that properly trained
professionals are looking after cloud services. “With cloud systems,
all your sensitive information is available online, even when you
are not actively using the applications,” he says.

In fact, CITIC Telecom CPC is precisely helping his customers
in all these areas, including round-the-clock staffing to monitor
and troubleshoot cloud platforms 24x7x365, plus lock down
customers’ enterprise infrastructure with advanced security
solutions. “We continually enhance our TrustCSI™ security product
to keep on the cutting edge of information security,” explains Ho.
“For example, we recently added a TrustCSI™ Secure Al service,
which uses User and Entity Behavior Analytics (or UEBA) to detect
anomalous enterprise activity. We are helping our customers stay
ahead of the tools that attackers might use.”

CITIC Telecom CPC also operates dedicated Security Operations
Centers (SOCs), which are all certified for ISO 27001 (Information
Security Management). In fact, the company was the first laaS
provider in Hong Kong to be certified for ISO 27017 (Code of
Practice for Information Security Controls for Cloud Services).

“Our security and cloud experts are always on hand to monitor
systems and alert our customers in realtime of any anomalies, so
prompt action can be taken,” explains Ho.

The TrustCSI™ solution suite is actually a flagship family of
information security solutions encompassing a plethora of security
technologies, all easily interoperating with the company’s other
offerings.

“World-class security is available throughout all our solutions
and services,” clarified Ho. “We have ethical hackers to uncover
infrastructure loopholes, and powerful security features in our
cloud and network solutions. In fact, our latest Software Defined
WAN solution, branded as TrueCONNECT™ Hybrid, uses strong
security to ensure network resilience and peace of mind for our
customers leveraging the benefits of flexibility and agility in this
cloud era’

As a veteran of cybercrime prevention, Stephen Ho has seen a lot.
Although criminals will continue to refine their methods of attack,
perhaps Ho's advice of proactive prevention is the best measure
against these ever changing threats. [ !
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