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We Are Becoming More Dependent on
the Virtual Realm, but the Virtual Realm Is
Simultaneously Becoming More Vulnerable
& P9 2R % % I B <E i 0 1B e Al A
o AX fE M Y 4K |

By Hubert Chan & Linus Chan
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We are living in a digital age where people use the Internet and
the online world for a multitude of purposes. This digital age stems
from rapid technological advances in the past few decades. As a
result, many facets of life have shifted to the virtual realm. To name
a few uses, people can store personal information (e.g. phone
numbers and addresses, calendar, books, photos, videos, text
messages, Email, Internet history, banking information, passwords),
access social networking accounts (e.g. Facebook, Twitter), travel
(e.g. Uber, DiDi, Google Maps) and other personal files all on their
electronic devices (Mims, 2012). Users can access and “look-up”
all sorts of information virtually anytime and anywhere; time
and geographical location are no longer constraints. People can
communicate with family, friends, associates, and colleagues
anytime regardless of where they are. Further, the Internet’s
anonymity allows users to join online communities such that users
can participate in an infinite number of niches such as politics,
specified chatrooms, and online forums.
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Despite these vast beneficial changes, one’s mere participation
in the cyberspace inevitably brings on the risk of cybercrime. As
such, we first discuss the practical and psychological dependence
of the virtual realm, how the virtual realm gives rise to cybercrime
and the need for cybersecurity, and how telephone deception
bypasses security measures. Following that, we discuss how
leading practitioners in Hong Kong fight against cybercrime, and
evaluate how upcoming advances in technology would impact
cybercrime. Lastly, we close with the best practices against
cybercrime.
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Practical and Psychological Dependence on the
Virtual Realm

Since the promulgation of the Internet, we have increasingly
included the online world into our lives, to the point we are now
highly dependent on it, pragmatically and psychologically.

Pragmatically, storing information digitally eases access and
storage space. Consequently, one’s data (e.g. personal life and
work life files) are often conveniently stored in one’s computer,
smartphone, in the Cloud, or in the online world. These data
include one’s search history, online accounts (e.g. airline, banking,
social media, and subscriptions), E-books, and digital photo albums
etc. But perhaps most striking is how the Internet altered how we
communicate. Indeed, the Internet paved the way for Email to be
the primary method of communication in the workplace (Burg,
2012), and many people spend up to one-third of their time on
computers devoted to email communications (Acton, 2013). Yet,
the promulgation of SnapChat and Instagram in the early 2010s
influenced the world of social media. Beyond communicating with
close ones, many politicians and celebrities use it to communicate
with the general public.

However, people who store their personal data digitally put
themselves at risk because digital information can be hacked
or stolen online, and many people want to acquire sensitive
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personal data for manipulation (Goldman & Schmalz, 2006). If
one’s computer or phone falls into the wrong hands, others will
obtain private information about owner, such that people can be
blackmailed when sensitive documents, images or videos fall into
the wrong hands (FTI Consulting, 2015). Getting involved in the
cyberspace poses a risk as there are many ways one’s personal
data can be obtained. For instance, cookies can identify and
monitor the activities of web surfers, viruses that are inadvertently
downloaded can be destructive and wipe out data, spyware can
track internet use and send that information to third parties,
malware can damage computer programs, ransomware can
prevent one from accessing their own files, and distributed denial
of service (DDoS) renders online services unavailable by flooding
it with traffic.

Psychologically, people are dependent on their digital devices.
Given that humans cannot encode, store, and retrieve all their
knowledge on their own, they offload their memories, schedules,
and experiences to external sources. While people used to offload
their memories to external sources such as personal journals or
friends (lannone, McCarty, & Kelly, 2016), we now increasingly
offload our memories into digital devices (Ward, 2013). This
practice of storing one’s memories in external devices is known
as transactive memory, and people often opt to rely on digital
devices instead of other means because the sheer amount of
information and storage space outnumbers any other source of
transactive memory.

Granted, storing one’s information in digital repositories provides
immense convenience, but it affects how we remember things.
Namely, people tend to report knowing something

due to how well they can access it, regardless if
the information is stored internally or externally
(Mitchell & Johnson, 2000). Psychologists
found that the more organized one’s digital
repositories are, the more confident people
report knowing information that can be
easily found in digital repositories, even
when they do not know the information
themselves (Hamilton, Mclntyre, & Hertel,
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2016). In other words, people are more likely to report knowing
what their schedule based on how organized their virtual
calendar is.

In some cases, the mere presence of one’s smartphone can drain
one’s cognitive resources, especially to those who are highly
dependent on one's phone (Ward et al., 2017). This occurs
because smartphones - one’s gateway to the connected world -
constantly take up one’s attention. And since attention is a limited
resource, people who are reliant on one’s smartphone (as a means
of transactive memory or communication) often allocate a slice
of their attention to inhibit automatic responses to one’s phone.
Ward et al. (2017) manipulated smartphone salience by having
participants either 1) place their devices nearby and in sight, 2)
nearby but out of sight, or 3) in a separate room. Participants then
completed tasks that measured their cognitive abilities, specifically
working memory capacity and fluid intelligence. Results showed
that the presence of smartphones was associated with decreased
performance on those two tasks, even when participants reported
not thinking about the phones.

Beyond personal devices, people are psychologically dependent
on the Internet. Although the Internet brings a myriad of
benefits, its overuse gave rise to Internet Addiction as a new
clinical disorder (Young, 1998), computer vision syndrome (i.e.
vision problems linked with using computers; Rosenfield, 2016),
and increased reliance on where to find the information instead
of actually learning the information (Sparrow, Liu, & Wegner,
2011). Social media use, which is meant to capture and preserve
important memories backfires and inhibits how we encode and
recall experiences (Tamir et al., 2018). Having the Internet at
one’s fingertips is no doubt helpful, but people often mistake the
Internet’s knowledge as their own and lose track of where their
knowledge ends and when the Internet begins (Ward, 2013). The
Internet inflates how much we think we know; research shows
that people often believe the answers they find online are stored
in their own mind instead of on the Internet (Fisher, Godu, & Keill,
2015).
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But why are people so drawn towards using the Internet? One
reason is that many Internet users are attracted by the Internet’s
nature of anonymity. On one hand, identity concealment has
certain benefits, such as serving as a haven for marginalized groups
to communicate with members of the same marginalized group
online (McKenna & Bargh, 1998). These marginalized groups are
more comfortable expressing concerns or thoughts relevant to
their identity online because they can do so anonymously, so the
facet of identity they are forced to suppress publicly can emerge
authentically online (Jacobton & Donaton, 2009). Consequently,
topics that people would like to engage in, but are afraid to do so
in a public setting, can be discussed in depth.

However, identity concealment can also be used for malevolent
purposes, such as deception and manipulation. Internet users
can construct fake identities and detecting deception online is
more difficult relative to face to face interaction. For instance,
findings have shown that some individuals who claimed to have
Munchausen syndrome seek attention and gain sympathy from
others (Pulman & Taylor, 2012), indicating how easy it is to create
a fake identity that is often difficult for others to detect. Cases like
these make people harder to differentiate real identities from fake
ones in the cyberworld.

Hancock (2007) classified digital deception into two broad
categories. First, identity deception revolves around the creation
of a false identity. In the cyberworld, people can lie about their
personal information (e.g., age, sex, ethnicity, backstory), and
can enter and leave an online context (e.g., a virtual chat room)
as frequently as they wish. According to the online disinhibition
effect (Suler, 2004), individuals tend to be more comfortable
disclosing personal information online than in face-to-face
interactions. Past research has shown that people are more likely
to tell lies on email and instant messages compared to face to face
communication (Naquin, Kutzberg, & Belkin, 2010). Lies are more
readily believed online because nonverbal cues present in face-to-
face conversations disappear in the online world.

Second, message-based deception relies on fictitious content. If
online messages are processed with mental shortcuts instead of
thorough thoughts, these viewers may fail to distinguish deceptive
messages from authentic ones. This tendency is common because
Internet users are bombarded by information overload. As a
result, they frequently do not read web messages carefully and
instead rely on heuristics, such as making premature judgments
of the validity of a messages based on the face validity of the
message, credibility of the speaker, or number of arguments (Petty
& Cacioppo, 1986; Guo, Trueblood, & Diederich, 2017).

The aforementioned findings indicate that fake identities are easy
to create and false messages are easy to circulate, putting Internet
users at risk of cybercrimes related to both identity and message-
based deception. Because we are increasingly reliant on the virtual
realm, we need to the know threats of cybercrime and how it can
affect us all.
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Virtual Realm Gives Rise to Cybercrime

There is abundant personal data stored in different databases
that are susceptible to hacking. Cybersecurity does not guarantee
100% protection, so as long as data is stored online, there will be
a non-zero chance that sensitive data can be obtained by external
parties. For instance, many hospitals store their patient’s health
records. The automobile sector stores people’s driving information.
Electronic banking stores people’s financial information. These
databases, if hacked, would provide cybercriminals with ways to
steal, deceive, and manipulate their victims.

Unlike traditional crimes, cybercrime takes on a whole new form
that stem from the promulgation of the Internet and advances
in technology. Namely, cyberthreats can 1) attack regardless of
physical location 2) attack at any time, 3) be anonymous and
untraceable in some cases, 4) succeed with only one attempt. As
these characteristics heighten the power of cybercrime which in
turn call for the need for cybersecurity.

Recently, there were huge data leaks in databases that contains
heaps of personal data, including Facebook, MyFitnessPal,
Chipotle, Verizon, Whole Food Market, Forever 21, eBay,
SnapChat, LinkedIn, and DropBox (Daitch, 2018). Many of these
data breaches revolved around payment information and purchase
history, but also personal data on social media sites. These data
breaches can serve as a cybercriminals’ goldmine and calls for the
need for cybersecurity.

Fortunately, many extra layers of security are implemented to
protect one’s privacy in recent years. On individual level, advanced
passwords decreases the likelihood of others (or A.l. technology)
from accurately guessing and entering one’s private accounts.
Cloud backups stores extra copies of data in case hackers erases
or shuts down access that data. Two-factor authentication protects
access to one's accounts by requiring people to provide an
additional piece of information after providing one’s username
and password. This piece of information can be something the
user knows (e.g. personal identification number, passwords,
answer to security questions), some form of person verification
(e.g. voice ID, face ID, fingerprint), or the piece of information is
sent to one’s electronic devices. Encryption converts data into
code and prevents external parties from accessing information
sent between parties.

On a broader level, companies secure data (and also their clients/
customers’ data) with an array of security measures. Many

cybersecurity
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companies recognize cybersecurity as a mission-critical need and
implement various security measures as a form of corporate social
responsibility. Threat analysis keeps a bank of known cyberattacks
or viruses, so these attacks can be identified and stopped
before they are launched. Network and service resiliency reports
anomalous data transactions and alerts the appropriate operator
or technician for investigation. Round-the-clock monitoring refers
to teams monitoring for cyberthreats 24/7 with given protocols.
Some companies even employ certified ethical hackers to conduct
threat analysis and weaknesses in their security systems or have
their own security operations center that actively monitors their
customers/clients’ data.

Impact of Cyber-hacking

Apart from financial losses, there are long-lasting psychological
outcomes when individuals or companies are hacked. The
psychological literature indicates that cybercrime victims are
affected in many significant ways. First, those who experienced
cybercrimes trust the online world less. When people engage
in numerous online activities, they are often required to give
some personal data (e.g. shipping address for online shopping).
However, sensitive information stored in the cyberspace provides
opportunities unauthorized third parties such as hackers and
phishers. Hence, people will continue to do so if they experience
positive outcomes (e.g. online products delivered to one’s
home), but will likely stop doing it if personal data is hacked (e.g.
addresses are unwillingly given away). Once hacked, the user will
likely question whether other personal data stored online is safe
or vulnerable. The massive data leak from Facebook, for instance,
causes privacy concerns for other social media sites (Romano,
2018). Similarly, those who fell for phishing scams before are likely
more aware of future phishing scams (Hong, 2012).

Second, those who experience cybercrime tend to experience
reduced control and fairness in the online world. This is partly
due to the nature of cybercrimes; perpetrators can commit
cybercrimes anytime and anywhere, making their identity hard
to trace (Naquin, Kurtzberg, & Belkin, 2010). The victim does
not know if the hacker is an individual, a team, or part of a larger
syndicate. In addition, some cybercrimes are highly sophisticated
and victims may not know how to respond or protect their data.
Compared to conventional crimes, victims of cybercrime tend to
feel more prone to feel helpless (DeTardo-Bora & Bora, 2016),
which increases one'’s perceived loss of control and fairness.

Third, cyberhacking may contaminate the credibility of messages
sent online. When people find out that messages - Emails, tweets,
fake stories - are posted by bots or by hackers, they may doubt
the veracity of other online messages from unfamiliar sources
(Vayansky & Kumar, 2018). Bots can be malicious and cause
chaos online; they could inflate support for a political candidate
(Ratkiewicz et al., 2011), distribute spam of malware on chatrooms
(Gianvecchio et al., 2008), or disseminate politically-biased news
on social networks (Lokot & Diakopoulos, 2015). Hence, people
can confuse messages from unfamiliar sources online because
they are not certain whether it come from bots or real people.
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The psychological effects of decreased trust online, reduced control
and fairness, along with contaminated message can all affect the
user simultaneously in some contexts. For example, online dating
scams occur when cybercriminals initiating a fictitious romantic
relationship with the intention of defrauding their victims of huge
sums of money (Whitty & Buchanan, 2016). In these scenarios,
scammers use fictitious profiles on sites with fake photographs
and fake backstories. The scammer utilizes this fictitious identity
to get closer with their victims and eventually ask them for money.
The process of gaining the victim’s trust includes declaring one’s
love and the intention of starting an exclusive relationship with
the victim, followed by frequent and intense communications.
The scammer will then ask for gifts that increase in value over
time. When the victim finds out the online romance is a scam,
some reported that the emotional loss was more damaging than
financial loss, some had issues coping, and some had a negative
view of online relationships.

Another common context of cybercrime victimization are
phishing scams. These scams are a type of social engineering in
which a “phisher” tries to retrieve confidential information by
feigning to be a trustworthy source (Davison & Silence, 2010).
Phishing emails are rather easy for perpetrators to send in large
volumes (Kaspersky, 2013). In some cases, the Emails resemble
familiar sites such as Google Docs (cson, 2017), or the Email

follows conventions in a given genre to look more believable
(Chiluwa, 2009). If one falls for phishing Emails and compromise
their personal information and identity, Email scams can spread
exponentially by exploiting information such as email account
holders’ Alternatively, perpetrators can go through a victim's
series of email to thoroughly understand his or her work, family,
and personal details. Phishing scams that are tailored to specific
persons — which include personalized messages - are known as
spearphishing.
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Unfortunately, individuals who use computers more may be less
cautious of cybercrime threats in the long run due to habituation.
For instance, heavy users who spend eight hours a day on a
computer are more likely to habituate to the routine checking
and replying to emails than casual users who only spend an
hour a day. Research suggest that email habit strength, or the
tendency to routinely open one’s email account without active
deliberations, predicted greater susceptibility to phishing scams
(Viswanath, 2015). This study also revealed that users who
habitually used Facebook to maintain and expand their social
networks seldom scanned for deception on this social network
site (Viswanath, 2015). Connecting to a large social network
increases the difficulty of distinguishing a friend from a stranger,
where frequent use of Facebook induces individuals to neglect
subtleties that might unveil deception. Fortunately, some research
has shown that changes in online behavior when they are aware
of risk susceptibility to phishing (Davinson & Silence, 2010).

To defend oneself against cybercrime, one should be concerned
about privacy practices online and adopt behaviors that promote
privacy. Jensen et al. (2005) had participants report their privacy
attitudes then engage in a simulated e-commerce scenario that
utilized twelve independent variables that were either present
or absent. These are: ltem price, secure-socket-layer, third-party
cookies, provided an Email address, provided a telephone number,
provided the company’s postal-code, privacy seal (TRUSTe), credit
card symbols (e.g. Visa, Mastercard), and policies surrounding data
privacy. Results found that people consider privacy policies more
than other factors, and those who are shown more cues (i.e. were
shown more of the variables listed above) were more confident in
the e-commerce’s data security. This suggests that we should look
into data security cues to determine the legitimacy of an online
site before engaging in any sort of behavior.

These allillustrate how our online behavior can contribute or buffer
against cybercrime victimization. Indeed, we are vulnerable in the
cyber realm and what happens there affects our psychological
well-being on multiple dimensions.
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Telephone Deception Bypasses Security Measures

Despite heavy security measures designed to protect personal
data and prevent cyberhacking, there are still ways to circumvent
advanced security and obtain sensitive information. Advances
in cybersecurity can be highly potent, but those do not stop the
weakest link: the human (Mitnick, 2017).

People who “hack” humans are known as social engineers. Social
engineers uses a variety of tactics - most of which include
manipulation, deception or straight-up blackmail - to gain access
to a person’s personal information. Because cybersecurity
protects data contained within secure files, social engineering is
quite effective via telephone deception. Statistics from the Hong
Kong Police show a loss of 221 million HKD in 2016 and 229
million HKD in 2017 due to telephone deception.

Social engineers or telephone scammers use numerous ploys to
deceive victims into divulging their information or to get payment.
They often do so by exuding likability and credibility. Scammers
aim to build rapport to elicit victims into giving them what they
want. Alternatively, scammers may opt to threaten their target
with a hostile tone. Friendly or hostile, scammers also assume an
authoritative identity in order to gain the trust of the victim. The
most common tactics as reported by the Hong Kong Police are: 1)
Detained son/fake kidnapping, 2) Guess who | am, 3) pretending
official. Telephone scammers may tell their targets that they
kidnapped one of their family members and demand money for
their release. The swindlers manipulate the elderly by making them
worry about their families’ safety. Scammers may also pretend to
be an official (e.g. immigration official) to demand payment or elicit
personal information for “verification”. Lastly, scammers call their
victims, ask “guess who | am” and wait for the victim to ask some
questions (e.g. “are you my former colleague?”) to figure out who
the caller is. The caller would claim to be one of the names the
victim asks and assumes that identity to ask for favors or excuses
to scam for money.

Hong Kong Police’s Statistics on Telephone
Deception

According to statistics provided by the Hong Kong police, cases of
telephone deception has decreased steadily (1623 reported cases
in 2007, 991 reported cases in 2017), but the money lost has
increased. Most cases fall around counterfeit officials, followed by
imaginary kidnapping, and “guess who | am”.

Over the years, counterfeit officials remained as the most popular
modus operandi for telephone deception. In many cases, the
fraudsters use modified call identification to impersonate local
phone numbers to call the victim and gain his/her trust. Many
telephone scammers pose as staff members of the government,
logistics companies or other public and private organizations.
Once the victim responds to the fraudulent call, the call will be
redirected to a fraudster who impersonates a Mainland official.
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Lessons from Exceptional Leaders £ B BV AR B 2 3K

The literature on cybercrime and telephone deception all point RAR LS IL SR E R EE SR B FR EPIE - AR L2 BITRAEE

to the need for cybersecurity and education on combating LR E TEMNEM - At - BB EB S 7 — L4

cybercrime. As such, CAHK conducted a series of interviews with SHENAL  UTTEEW TRESSMAIS ARSI
\ =4 Insin

leading practitioners to better understand how cybercrime and s . .
SEANEE 257 WA EE o Heh gl 7ﬂi,m\ =1 B E B IRV 3
telephone deception is addressed in Hong Kong from multiple SEAIEBEERFSRRIAE © Hrh @ ROURR - THEMN - HEEBE

perspectives. These parties include vendors, phone operators, MEEE - B TEN B LRGFNRR (RESERTEH
Hong Kong police, lawyers, and others. We highlight some key 7))  2REHADHEHNIERE 21& ©

points from the interviews below in alphabetical order of the

leader’s surname listed below; full interview reports are included

in this Guide.
Group Managing HKT is currently a service provider in Hong Kong with the biggest number of fixed networks and
Director of HKT* - broadbands. HKT is committed to upholding their customer’s privacy and does not monitor calls.
Mr. Alex Arena According to Arena, in order for telecommunication to take place, at least two parties must be
present: the sender and the receiver. Hong Kong Telecommunications (HKT) Ltd. provides highly
FEHEH safe and secure communication channel between A to B, and as of now, HKT has faced no serious
EEE ST — intrusion into their networks. But even so, this does not mean there are not risks present in A and
SRS ne
The fraudsters’ methods evolve alongside communication methods. Scams used to be conveyed
through physical means such as leaving leaflets in mailboxes, but now scammers can target people’s
* Ms. Susanna Hui has data in the online world via telecommunications regardless of where the scammer is geographically.
taken up the position of HKT's Security Operations Center’s analysts help customers detect, respond, and run forensics for
S{%“;T":;T;V%i{r“ggﬂ:ed°r their infrastructure. HKT's huge customer base creates a valuable pool of threat intelligence, and
Alex Arena’s retirement analysts have gone through a series of globally recognized trainings in overseas, so that the most
on August 31, 2018. advanced cyber security detection technique could be applied to customer’s environment.

*

SHEBRSEET 201858 BRBEHCEABERHEARZNEMNMTIARBHRBHUER - EEEABNEERPLE  RTEES
A31AEK  BEEAE o BUMBIEED  EARBRISRMAE : BXAENZERE - BEEABRIFRANMBZHEHEE
BlE SRR ETRN L ZEMBZHAREE  EEANAL  BEEMNERTEEIBRENARENR - BELTRTANMBH A
AT P BRBEHE -

PEEBASAAFAR  BENTENBELRE - BERES R BUEERALE - HI2IEERDICERANE
M REEWRRESEAS  BUABBEBEARMAEREHARANEN - EEEANEALEZEEFRL
EABMBERZOMAE BT RA - BY - IAFPERREETER - BEEARZTEANTSER
AETEENBERBERALSE AR DMASHEBRE RN EZMRBANEI - AAKEENHES
ZRAMD TR HEAREEEANTPRES -
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Hong Kong Police
Force -
Superintendent -
Mr. George Chan
Senior inspectors -
Mr. Andy Chan &
Ms. Yonny Yeung
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Z=H —
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TN

To fight against telephone deception, the Hong Kong Police Force established the Anti-Deception
Coordination Centre (ADCC) that is dedicated to all types of deceptions and frauds, including
telephone deception. To encourage telephone deception victims to report their case, ADCC provides
a one-stop hotline service where victims can call (+852) 18222 for consultation on suspected
deceptions without divulging their personal details. ADCC actively supports victims of deception:
from advising the potential victim if the phone call is a scam, collating useful information provided by
the victim, to engaging the community in anti-scam publicity and partnerships.

According to the superintendent and senior inspectors, telephone scammers try to fit in the “right
script” according to the victim’s profile upon making the cold calls. For instance, to those non local
citizens with conditional stay in Hong Kong (e.g. foreign students or workers who temporarily stay
in Hong Kong), scammers pretend to be immigration officers or official authorities of their home
countries and demand money to solve certain visa issues that, if not met, might result in deportation.
To the elderly, scammers may tell them that their children are kidnapped to extort ransom money. To
the youth, scammers may impersonate an authority figure to demand personal details. In addition,
the ADCC also takes action to intercept ongoing deceptions. If the situation is warranted, police
officers will be dispatched onto the scene to offer immediate assistance.

RITEEERE - BELHEKL T RFRHATO(ADCC) ERITERRUREBREEHERE - KEEH
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CEO of CITIC
Telecom
International CPC
Limited -

Mr. Stephen Ho

hIEERER (FE
i) BRAT
TTHBE —
fAfEpEE

CITIC Telecom CPC service serves as a one-stop-shop that provides enterprises with a full spectrum
of ICT solutions across many countries. CITIC employs certified ethical hackers to evaluate CITIC
are security and assesses potential areas of improvement. Ho notes that the need for cybersecurity
increased over the years because of awareness of high-profile hacks and top-down initiatives. The
banking and finance industries, for instance, implemented mandatory protection policies, which in
turn drove up the awareness of the importance of security.

Advances in technology such as 5G will continue to create opportunities for cybercrime. When
devices are linked together, they are prone to security breaches. For instance, Internet of Things
rely on sensors (e.g. temperature, light, CCTV cameras) that send out signals when a predetermined
stimulus is detected, such as if a room falls below a certain temperature, or turning on the lights if
there is movement. These sensors can be prone to security breaches.

The rise in telephone deception cases, as well as hijacking texting services from others, led to the
loss of millions of dollars. Telephone scammers can have their caller IDs appear as a certain number
and can leave no trail behind. Once a victim falls prey, there is no way to reverse the process.

hEEREACPCASEAR A LIRM IR 2 FAICTRANE - PERE BEER | P HPEERS
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Partner of Mayer
Brown and Legal
Advisor to CAHK -
Ms. Gabriela
Kennedy
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Many Hong Kong citizens adopt the latest technology (e.g., newest smartphone models), but they
tend to use only a fraction of what their device can do. Compared to citizens in Mainland China who
integrate e-commerce, WeChat, and online shopping into their lifestyle, the average HK citizens
do not utilize the full potential of technology. This may be why cybercrime methods, which are
very creative, are quite effective. Social engineers can capitalize on their targets’ social media to
learn the patterns, lifestyle, and habits of their targeted persons. Examples include fake Job listings,
identity theft, smartphone apps, public Wi-Fi, public surveillance, malicious USB drives. When social
engineers use personal information for manipulation from overseas, it becomes difficult to punish
those responsible and to obtain evidence. Nevertheless, it is still possible to trace back where data
is sent, but it takes time and money.

Yet, because cyberattacks are of fundamental concern, spending money on IT and security is needed.
The issue arises when small-to-mid enterprises with limited resources face the dilemma of deciding
how much to invest in cybersecurity. Kennedy supports the IT industry in educating the general
public.
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HGC Global
Communications
Limited -

Mr. Andrew Kwok,
CEO

Ms. Jacqueline Teo,
Chief Digital Officer
Mr. Eric Chan,
Director of Network
and Products
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HGC is a fixed-line operator and ICT solutions provider that serves corporations, small to mid-sized
enterprises, families, and carriers across many countries around the world. HGC has a 24 x 7 network
operating center that oversees all of Hong Kong’s networks. In addition, HGC has a security operating
center (SOC) responsible for security activities such as data loss prevention. Globally, there are many
cases of Distributed Denial of Service (DDos) attacks that utilizes machines and IOT devices to
generate “dirty traffic” that shuts down a targeted network. HGC’s anti-DDos service helps clients
anticipate abnormal network activities before the network is jammed. The anti-DDOS service diverts
the traffic to SOC’s computers to filter out the dirty traffic and restore normal activities as if no DDoS
has occurred.

HGC splits telephone deception into two categories: fixed-line and mobile. Since out going fixed-line
calls from HGC does not allow modified call-line-identification (CLI), cybercriminals won't be able to
modify CLI to trick victims into believing calls come from someone familiar (e.g. one’s boss, spouse,
daughter). HGC tries to locate the origin of suspicious calls by collaborating with upstream operators
and works with mobile operators so outgoing calls that use HGC's network will have a “+” sign added.
Denoting that calls are from overseas help warn users of potential suspicious activity.
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Limited -
Mr. Franky Lai
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Chairman & CEO of
WiseSpot Company

WiseSpot is a provider in telecommunications services that works with significant telecom operators
and enterprises in Hong Kong, mainland China, and various other countries. Lai notes that cybercrime
is already very common, there is no foreseeable decline in cybercrime in the near future, and we are
dealing with risks of data breaches every day. This trend occurs partly engaging in cybercrime is a
lucrative endeavor and is associated with high chances of success and low chances of getting caught.
Hence, WiseSpot treats cybersecurity as a hygiene factor; hygiene factors are aspects of a business
that is essential for survival, and this includes cybersecurity because services cannot sell without
security.

Lai notes that both carriers and users need to fight against cybercrime. Though carriers tend to focus
purely on services (i.e., phone plans) and not consider security, security must now be regarded as
a vital hygiene factor because digital transformation has made cybercrime easier. Carriers should
perform active vulnerability monitoring to detect online activities because cybercriminals often erase
their digital footprints to eliminate chances of getting caught. Users, on the other hand, have to be
diligent in securing their data and not blindly open any files, links, or documents that are sent to
them. Users need to recognize the risk of opening a malicious link and take precautionary measures
to ensure what they click on is safe.
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CEO of BlueSky -
Mr. Bernard Lee
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BlueSky is currently developing a software platform for MSSP (Managed Security Service Provider).
Similar to Uber or DiDi where customers can hire a ride without purchasing the car, clients can hire
security service providers on-demand without purchasing the whole security package. Because of
this, they are in a sharing economy, and this platform shall let them, and other qualified and highly
trained independent cyber security service providers manage lots of small to medium businesses
at a lower cost because of efficiency. Lee notes that cybersecurity is important, but the key factors
contributing to the global shortage in cybersecurity staff are (a) shortage of qualified personnel; (b)
insufficient understanding among leaders; (c) lack of budget in business; (d) difficult to retain qualified
personnel; and (e) lack of career path in the industry.

Lee stresses that security measures today are highly sophisticated such that the strongest computers
cannot crack encryption mathematically. Movies that feature hacking into advanced security systems
within a short timespan are a myth. Hacking merely though a computer is impossible without the
aid of social engineering (i.e. manipulating and deceiving people to obtain information). Hence,
Lee advises enterprises to not only adopt cybersecurity services, but also defense against social
engineering tactics. The biggest vulnerability is the human.

BlueSky B I ERFEE X2 RGHER (MSSP) RE—ERMHTE - RESIHHEL  TREFEE

AETHRER  EPANRFEMEBLTEREHER  MEFBEEERS - CEA/WML - TFE

REZEED  SEFEEETP  UREMAER  ZEFXIRNBIBER 2 RGHER - AT

BREERENKAEEAER PEER - FAERIBEL2THEE  BEREHERBER2A

EMBARAERERE (a) RZABRAE : (b) REAZEOERTR (o) REBEEE : (d) B
BAREBAR : (e) MZBEERASR -

FREBBSRNZ2HERIFEEM  EERERDEERBBEARERFONTRMN - EXHE
BEEAAREENZ 2 ZRBER —EME - RSB TIENEE) (FI4A « IRAEM IR T FIEER
AE) - EERA-ARIHNERETETRER AN - At - TRERECEMEZRAAR
ZERE - E2HEEITRETIE - RARKHIRABLEARE -

48  Official Guide to ICT Industry in Hong Kong & it i 5, % # &




Cover Story

HESS

Director & CEO of
China Mobile Hong
Kong Company
Limited -

Mr. Sean Lee
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China Mobile Hong Kong Company Limited has been a mobile network operator in Hong Kong for
years. To address security internally, China Mobile set up a department which is responsible and
accountable for IT security administration. The Classroom-type training ensures CMHK employees
have a good understanding of company information security policies, procedures and best practices.
Furthermore, data output is separated into three orthogonal categories: 1) mobile data 2) company
data 3) corporate data. This is accomplished by implementing safeguards such as firewall, so those
who obtain Email data, for instance, will likely not get their hands on mobile data as well.

To address security externally, China Mobile splits customer’s data into three into three tiers for better
protection: 1) basic client info (i.e. phone numbers, passwords); 2) call detail record; 3) customer
behavior (e.g. spending patterns, data package used).

As telephone scammers have recently targeted foreign Asians in Hong Kong, one of their primary
tactics involves pretending to be a customs agent with the intention of tricking people into believing
they have an important parcel that needs to be retrieved. These phone calls tend to come from
overseas but have Hong Kong caller IDs. As such, CMHK blocks foreign numbers that appear as HK
numbers to reduce the likelihood that victims will fall for them.
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CEO of WTT HK
Limited -
Mr. Vincent Ma
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WTT HKis aservice providerin Hong Kong that investsin high-speed fiber network. They are dedicated
to adopting cloud services and providing ICT solutions to specific business needs. Cybersecurity is
the core lifeblood of WTT’s customers and their own business. WTT’s sizable cybersecurity team
has the advantage of scale that creates 1) comprehensive understanding of technology available for
cybersecurity, 2) in-depth understanding of the client’s business to serve their mission-critical needs,
3) a proven track record of addressing cybersecurity needs. These factors together create strong
credibility that facilitates trust among clients.

Ma notes that a successful data breach can be devastating because of potential supply chain effects.
The proliferation of cybercrime has reached the point where cybercrime-as-a-service is now a
business; people can hire organized and well-equipped hackers with a whole array of cyber-attacks to
hack a given target. Since we are dealing with professional cybercriminals, so we need cyber-security
as a service to fight them back. Many businesses recognize the valuable need for cybersecurity, but
only 8% of Hong Kong companies employ information security staff, and less than 3% of information
security management systems have proper incident response mechanisms. Enterprises are advised
to start with general protection towards cybercrime, then consider investing in additional selective
cybersecurity for critical needs.

EEEMERAR (WTT) REE - RRESENAMBRGHER - M IRAERRBEL S TRLE
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Office of the
Communications
Authority
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The Office of Communications Authority (OFCA) is responsible for governmental telecommunication
regulations in Hong Kong. OFCA provides operators with practical guidelines on the security
measures for proper operation of public Wi-Fi service and next generation networks. Namely OFCA
issued the “Guidelines on the Security Aspects for the Design, Implementation, Management and
Operation of Public Wi-Fi Service” and the “Security Guidelines for Next Generation Networks” to all
relevant operators to follow. Further, OFCA has also issued a consumer alert to provide the public
with further information about the measure and on precautions to guard against possible caller
identity spoofing and telephone scams. Ultimately, they are in view of collaboration with and support
of relevant parties including government departments and enforcement agencies, operators as well
as other stakeholders are crucial to prevent and combat the abovementioned crimes.

BHAEBEERMAE (OFCA) BEENEENEMER - OFCAREEMRHARMAKWI-FIREEENT
—RBBL2EENERTA - IOFCAMMARBEENH LS [ARWI-FIRBRE - Bif - B RE
eV RZHES| ] M [F—RBB/REHESI] < 1S - OFCARERIEERIEEE - MARRHEEBEBRD
BHOHEARIEDN EAEFRAEE - &R - CIBBAENSSHBRE  BEBUFAT - SUERENZE
B EEHMFNSEAREHRENNITE DL REENEEN -

Co-deputy Chairman
of Hutchison
Telecommunications
Hong Kong Holdings
Limited -

Mr. Cliff Woo
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Hutchison Telecom Hong Kong Holdings, and its mobile division 3 Hong Kong, is a mobile
communications service provider that offers roaming service under 2G, 3G, and advanced 4G LTE
networks. 3 Hong Kong recognizes the value of securing data and employs teams dedicated to
keeping data safe. According to Woo, 3 Hong Kong is governed by group level polices on information
security and data security in areas such as accountability and access control. Therefore, 3 Hong
Kong's built-in protocols ensure that only selected personnel can access sensitive data; reports and
warnings are promptly addressed if abnormal data access points are detected. Moreover, all of 3
Hong Kong's customer’s data are kept internally and not uploaded on the Cloud to decrease data
theft. So far, there have been no confirmed cases of data breach.

Many countries require people to register and authenticate their identity - via official IDs or passports
- when purchasing SIM cards. Woo supports this idea in principle but stresses the intricacies, policies,
and sophistication needed for effective implementation. Creating a database can ease tracking cyber
acts but can also put the general public’s data at risk, so security measures to prevent the database
from being hacked are crucial. Ultimately, any procedure that involves official IDs has to be treated
carefully; issues also arise when people lose, or claim to lose, their ID documents.
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CEO of Hong

Kong Cyberport
Mangement
Company Limited -
Mr. Peter Yan
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Cyberport’s overarching mission is to promote innovation and technology in Hong Kong, as well as to
implement new technology to current practices. Cyberport’s focus on developing Hong Kong into a
smart city enables them to serve as a catalyst for industry development, which consists of six areas as
the HKSAR Government set out in its Smart City Blueprint (i.e., Smart Living, Smart Mobility, Smart
People, Smart Environment, Smart Economy, and Smart Government). Hence, cybersecurity is an
integral part of the digital transformation.

One key initiative Cyberport supports startups is through their Incubation Program. Cyberport'’s
Incubation Program selects three start-ups per year and provides resources that facilitate their
growth. With $330,000 and support for two years, those chosen by this Incubation Program
receive extensive training and resources in various domains, including implementing A.l. technology,
marketing, business plans, the ins-and-outs of public relations, use of Cyberport facilities, networking
opportunities, and legal advisory services. Given that cybersecurity is essential in today’s digital
world, Cyberport treats cybersecurity as a welcoming factor when start-ups apply for funding.
However, start-ups who are aware of the need for cybersecurity (and the detrimental effects of not
implementing security in their products) tend to prioritize launching their products. Due to differences
in priorities, start-ups tend to outsource their cybersecurity needs by adopting existing platform-
based tools such as Amazon Web Services. These platforms include affordable yet comprehensive
tools, infrastructure, and databases.

FENERE D SHEDE BN ARBNERE - URAHETERIME - @SB INHEERRAA
—EEBHT - BHMREARATERROELE AR EEEERRBFELEBMMEE ML EE
BB (AIEELE BEHT BETR BERE BTELENEERR) - Bt SRR2RBBEIN
—EEEEHD -

BB ET —HERENASEBMMANBEBEEFABENACE - ZHBBAABEFEE=RVE

¥ WREHBERMFENER - B 7 H330,0008 TNMFNTIE  BERRAEAEZAERER B4

BEATISR  THHERE  EBER  AHERAH  EREEERE 2EERINED  AREKRE

REARS - ERRBL2EESNEBERTEHEE - I A2 FRFESH  BBESSRRE

ERF/FERRZ B2 —ETHRBELEFR (URERTRALZEEROTFZE) HNEIERR

?‘if‘ﬂtﬁﬁ@?ﬁ?&ﬁﬁﬁcﬁ o HRZEEAE - %EE‘J AERFA—LRENFARTA (NEFHERKRY)
KR HE@ER2e2HK B SUFRHRLHREARGANTA  ERREMNEES -

Official Guide to ICT Industry in Hong Kong &8 @ 2 &

51



Cover Story

HESS

CEO of SmarTone - SmarTone is a telecommunications operator in Hong Kong for many years. As an operator, SmarTone

Ms. Anna Yip places their customer’s security as one of their top priorities. As such, SmarTone implements several
cybersecurity measures to protect its customers against telephone deception.

SmarTone

W — Besides monitoring and blocking abnormal IDD calls from overseas, SmarTone'’s “ST Protect” detects

=2/ A and alerts customers unsafe Wi-Fi connections or man-in-the-middle attacks regardless if users are

in Hong Kong or overseas. ST Protect detects and halts abnormal app activities (malicious apps,
virus and malware) with patented behavioral analytics and ensures apps only access permitted
information. Even when phones are off, ST Protect can continuously run a behavioral engine on
customers’ smartphone to detect threats. ST Protect has detected 420,000 threats since its launch
in 2016.

Another defense measure is SmarTone’s app “Call Guard”, a hassle-free service that protects
customers from unwanted calls without saving the customers’ contacts. This feature is especially
useful because calls from overseas can be pricey (e.g. roaming fee), and blocking junk calls can deter
telephone deception calls.

SmarToneE RBEBLFEMMBLER - EAZEFMSmarToneBEREFPHNLZ 2 HEAREEEK 22— -
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Upcoming Threats in Technology

As technology continues to advance, we need to be cognizant of
its accompanying cyber-risks. Namely, we discuss 5G and Internet
of Things (loT), as they are set to take hold in the near future.
The next generation of communication network is exciting, but
concerns pertaining to cybercrime are sure to follow.

The era of 5G technology aims to create a digital society that
penetrates all aspects of life. In addition to increased speed
and size, 5G technology includes augmented reality, artificial
intelligence in wearable devices connected devices, and virtual
reality (Sharma, 2013). These advances bring on countless
applications in traveling, medicine, education, and other domains,
but open the doors for innovative techniques for cybercrime and
security breaches (Ahmad et al., 2018). Concerns include personal
privacy, DDoS attacks, bots, roaming security, and compromised
company networks. These are important issues to consider as 5G
security standardization is yet to be fully developed.

On an individual level, more potent connections also call for
more potent security. To secure personal privacy, there must be
anonymity-based technology to secure one’s data (e.g. encryption)
and location-clocking-based (location-cloaking-based) algorithms
to conceal one’s location (Mantas et al, 2015), and close
monitoring of what apps are downloaded and used. As personal
smartphones are increasingly brought to one’s work environment
to access information in company networks, but doing so raises
security concerns (Dhingra, 2016). Personal smartphones can
compromise a company network by serving as a wormhole to
other networks connected to the phone.

On a broader level, future 5G mobile networks can serve as
portals for DDoS attacks due to its high connectivity capacity.
Hackers or bots can generate and inject large amounts of traffic
into networks, infect mobile devices, drain network resources, and
lead to service degradation (Mantas et al., 2015). Bots can also
cause chaos via DDoS by distributing mass amounts of spam or
installing malware.

Besides 5G, we need to consider the risks Internet of Things
(IOT) could bring. 1OT foresees connectivity of trillions of devices
together, but ubiquitous data collection, storage, processing,
and transfers can lead to perverse consequences (Ziegeldorf,
Morchon, & Wehrle, 2013). Smartphones gather unprecedented
amounts of data regarding the owner’s activities, locations, and
identifiers. These data can be used against the owner if it falls in
the wrong hands, known as an inventory attack. When this occurs,
hackers can identify, track, and profile their targets with high
accuracy. Social engineers can capitalize on inventory information
(e.g. speech recognition) to break-in private property, reset one’s
passwords by knowing the answer to security questions, or
manipulate victims with “fake kidnapping” or “pretending official”
tactics.
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IOT is still evolving with changing features while legislation is
not keeping up. How people’s data is stored, collected, and
disclosed is not legally regulated. There also lacks protocols for
security requirements, which complicates how cybercrimes can be
prosecuted if there are issues of data leaks.

In the 5G system, there are new security risks related to software
and hardware implementation aspects in virtualized network
infrastructure supporting virtualized network functions, network
slicing, Service-Based Architecture (SBA), communication between
applications, communication between virtualized network
functions, and APIs. As a consequence, in order to address the
security risks in 5G End to End architecture, in addition to the
traditional network security approach based on protecting
communication channels and protocols, a holistic approach,
involving also computer security and cybersecurity aspects, is
needed. Security sub-group in different organizations such as
the Next Generation Mobile Network Alliance (NGMN, www.
ngmn.org), and the 3rd Generation Partnership Project (3GPP,
www.3gpp.org) have been working to identify, make standards
and recommendations to tackle new threats and security issues
that may arise with 5G.

Machine learning is an effective tool that can be employed in many
areas of information security such as authentication systems,
evaluating the protocol implementation, assessing the security of
human interaction proofs, and smart meter data profiling. There
exist some robust anti-phishing algorithms and network intrusion
detection systems. However, the machine learning classifiers
themselves are also vulnerable to malicious attacks. There has
been some work directed to improving the effectiveness of
machine learning algorithms and protecting them from diverse
attacks (Ford et al., 2014).
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Best Practices to Combat Cybercrime and
Telephone Deception

Given the inevitable risks of cybercrime when one participates
in the virtual realm, how do we best protect ourselves from
cybercrime? We close with several best practices to combat
cybercrime and telephone deception.

Foremost is realizing the omnipresence and potential for
cybercrime. Incorporating technology to virtually all aspect of
one’s life opens the potential for cybercrime to creep into all
aspects of one’s life. As mentioned by Mr. Vincent Ma of WTT
HK, cyber hacks can have ripple effects if devices are connected
to other devices. A smartphone that is compromised could affect
one’s online accounts, calendar, Emails, text messages, etc.
because businesses live within an ecosystem of other businesses,
such that data breaches not only impact one company but also
exposes data from business partners.

To address this, we need mass education about cybercrime, as
echoed by our interviewees. Mr. Bernard Lee of BlueSky believes
that cyber education is essential for everyone’s safety and we have
the responsibility to keep others safe. Ms. Gabriela Kennedy of
Mayer Brown said we should be cautious, resist social engineering,
and verify the identity of the caller before giving away information.
The police interviewees advocate communicating with close
ones about experiences regarding any form of cybercrime and
telephone deception. Mr. Sean Lee of China Mobile argues that
the decline of telephone deception is largely dependent on the
user's awareness of deception tactics.

Besides education, individuals should practice better security
measures. Many young people still share their passwords with
others (Meter & Bauman, 2015), and it is up to adults to ensure
this does not happen. As mentioned by Mr. Stephen Ho of CITIC
Telecom, we should practice easily-implemented procedures
such as cloud backup and two-factor authentication. These may
include downloaded apps that blocks blacklisted numbers, such
as SmarTone’s “call guard”, as mentioned by Ms. Anna Yip of
SmarTone.

We all have the right to access information in the Cyber world
without fear of being hacked and attacked. We all want to be free
from deception and threat. “Freedom, in any case, is only possible
by constantly struggling for it” — Albert Einstein. M
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