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Keeping All Customers Safe from

Cybercriminals
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HGC Global Communications Limited (HGC), a fully-fledged
fixed-line operator and ICT service provider with extensive local
and international network coverage and infrastructure, strives
to achieve the corporate mission: “Embrace technology. Enjoy
communications. Enrich your world.”

A journey of digital transformation has seen HGC enabling people
to live better lives in a smarter environment, while assisting the
business community to capitalise on opportunities by harnessing
the power of the very latest technologies.

The digital age is exerting a profound influence on how people
communicate and use data. They are able to go online virtually
anywhere in the world via an array of media channels - but all this
digital convenience and enjoyment offers enormous opportunities
for cybercriminals.

This is why HGC embeds cybersecurity into every service and
solution, internally and to the benefit of all customers.

Implementing the Latest Cybersecurity Measures

The latest cybersecurity measures protect HGC's network and
data centres from attack, while managed security services are
deployed to safeguard customers. Security considerations are
taken into account at every level when designing network services
- all to the benefit of customers in every walk of life and business.
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As a managed security service provider, HGC carries out
vulnerability tests on a frequent basis in order to keep ahead
of cybercrime. For example, our data centre is accredited
with ISO 27001 security certification, and we have launched
special solutions to fend off denial-of-service (DDoS) attacks.
In addition, a Security Operating Centre (SOC) monitors and
analyses network traffic 24/7 to identify potential risks and
trigger preventive action. The SOC works alongside a Network
Operating Centre (NOC) and Data Centre Network Operating
Centre, while benefitting from threat intelligence, attack incident
management and post-event forensics from a battery of leading
security technology vendors. HGC customers can rely on a
suite of protection services such as network-based anti-DDos,
managed security and application firewalls, anti-virus/anti-spam,
end-point solutions, data back-up and restoration, intrusion
prevention, vulnerability assessments, SSL VPN and IPSEC
solutions.

Ever-increasing volumes of data and rising levels of sophistication
among cybercriminals has prompted HGC to channel the
latest artificial intelligence and machine learning technologies
into being able to predict attacks, as well as detect them.
Large-scale adoption of cloud computing is also giving rise to
security concerns among organisations. HGC has responded
by developing innovative security measures to help enterprises
protect their networks and data on a day-to-day basis.

In August 2018, HGC launched UC Anywhere. This one-stop
unified communications solution runs on technology from Blue
Face Limited (Blueface), a leading Unified Communications-as-
a-Service Provider. UC Anywhere is carried by a global ring UC
network running on highly-secure and reliable networks. This
ensures businesses enjoy high levels of security and smooth
delivery of uninterrupted voice and video transmission on an
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international scale - all with exceptional service quality, anytime,
anywhere.

Meanwhile, HGC’s cloud back-up solution involves virtualising
data components and decentralising security infrastructure. The
company also offers mobile device management solutions to
businesses as part of a one-stop solution.

Cybersecurity to protect the company and customer information
is always top priority at HGC. Comprehensive security has also
been embedded in the company’s Wi-Fi 360 Bundle, which was
launched in May 2018 to provide home Wi-Fi, as well as an out-
of-home Wi-Fi solution bundle. The service comes complete
wth TP Link's Deco M5 Whole-Home Wi-Fi system to provide
seamless Wi-Fi coverage throughout a household - and is totally
secure, thanks to built-in antivirus and malware protection from
Trend Micro. The network’s security safeguards ensure every
Wi-Fi device is protected from malware and hackers.

Rising to the Challenge of Managing Increasing
Complexity

In a constantly-evolving digital environment, HGC rises to
the challenge of managing increasingly complex and diverse
networks on a daily basis. Giving rise to that complexity are
technology advancements that include the Internet of Things
(IoT), the smart city concept and 5G mobile communications. All
these present yet more opportunities for cybercriminals, so HGC
has turned to security measures such as behavioural analytics
and machine learning to keep threats at bay. HGC is also using
artificial intelligence to improve efficiency and accuracy among call
centre agents, while deploying predictive analytics to automate
mitigation of incidents.

Navigating into the Future the Smart Way

HGC has embarked on a relentless quest to bring about
continuous improvement in terms of network optimisation and
development of IT. The smart way to navigate into the future is to
collaborate with leading technology players such as Amazon Web
Services. This strategy enables HGC to provide services based on
the very latest Information and Communications Technology (ICT)
for customers of all sizes, at home and overseas.

HGC believes every extra step makes a big difference; together
we can achieve “Beyond Possibilities”! Il
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