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Protecting Hong Kong
Businesses from Cybercrime
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HKT is Hong Kong's premier telecommunications service
provider and leading operator in fixed-line, broadband and mobile
communication services. HKT offers a unique quadruple-play
experience in Hong Kong delivering media content on its fixed-
line, broadband Internet access and mobile platforms jointly with
its parent company, PCCW Limited.

HKT also provides a range of innovative and smart living services
as well as a payment service beyond connectivity to make the
daily lives of customers more convenient, whether they are at
home, in the workplace, or on the go.

Most recently, HKT created “Iris” that allows customers to upload
video streams so HKT can run data analytics (i.e. heat-mapping,
facial recognition, intruder alarms, building-management) to
provide robust intelligence to Iris customers.

Without doubt, new technology can unleash a plethora of benefits,
but cybercriminals can also use advanced technology for malice.
According to Arena, the fraudsters’ methods evolve alongside
advances of technology and communication methods. Scams used
to be conveyed through physical means such as leaving leaflets
in mailboxes, but now a scammer can target people’s data in the
online world via the Internet regardless of where the scammer is
geographically.

In order for telecommunication to take place, at least two parties
must be present: the sender and the receiver. HKT provides
a highly safe and secure communication channel between A to
B, and as of now, HKT has faced no serious intrusion into their
networks. But even so, this does not mean there are not risks
present within the user’s networks in A and in B. As long as there
are vulnerabilities on either side, there is potential for cybercrime.

*Ms. Susanna Hui has taken up the position of Group Managing Director of
HKT following Mr. Alex Arena’s retirement on August 31, 2018.

Mr. Alex Arena
Group Managing Director
HKT*
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Enterprises would benefit from cybersecurity to secure their
data. If left unchecked, cybercrime will cause damage to HKT'’s
customers and it will in turn make HKT lose business, customer’s
trust, and damage corporates’ brands.

Fortunately, HKT has provided comprehensive solutions to
corporate customers to tackle cybercrime, from threat analysis,
security infrastructure design and implementation, round-the-
clock monitoring and support, as well as a range of network based
security services. Arena believes that people are more aware of
the damage cybercrime can do and are willing to pursue and invest
in cybersecurity. Arena compares cybersecurity to a physical bank:
as more security is implemented in banks, it resulted in fewer
robberies. Similarly, if we implement security measures in the
cyberworld, rates of cybercrime will drop.

HKT’s Next Generation Security Operations Center
(NG SOCQ)

HKT is dedicated to protect Hong Kong businesses and locals
against cybercrime. Cyber threats are growing increasingly
aggressive and the budget for cybersecurity has been historically
thin for some enterprises. In-house security staff may be burdened
to deal with cyber threats and various regulatory compliance
requirements and may appreciate all-compassing cybersecurity
services. As such, HKT offers a wide range of security services
from their strong resources pool. Their all-round cybersecurity
solutions suite provides end-to-end cybersecurity protection
covering WAN, LAN, Wireless and Wireline environment.

These solutions defend against network base volumetric attacks,
LAN and applications hacking (commonly called Zero Day Attack
or Advance Persistent Threat), as well as end point desktop and
mobile malware. Moreover, HKT offers practical training for IT
Security practitioners in the form of hands-on online combat
exercise between red team (hackers) and blue team (NG SOC
detection), commonly called Cyber Range. The initial target
audience would be for the IT Security practitioners from the
financial sector but inevitably corporate customers from other
sectors will embrace these services.
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How TMS works
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Continuous stream of data logs

We provide Security Information Appliance (SIA) on a customer's
site receives a continuous flow of data from security devices and
facilities.

Security data passes through
dedicated connectivity to our local
iSOC

System Quarantine
Firewall Modification
T Credential Revocation

Integrated response

We respond to incidents to help you resolve security problems
promptly and provide various reports.

What drives HKT's success in cybersecurity? No doubt scale is an
important factor; HKT's huge customer base creates a valuable
pool of threat intelligence which HKT has used to develop a
set of best practices for its network security control. HKT's NG
SOC IT Security Analysts help customers detect, and respond to
cyber security incidents, and run forensics for the subsequent
containment and recovery stages. These analysts have gone
through a series of globally recognized training, so that the most
advanced cyber security detection and analysis techniques could
be applied to HKT’s customer environments.

In addition, HKT NG SOC invests a lot of resources to enhance
the capability on anomaly behavior detection and false positive
cases filtering within customer’s infrastructure through deploying
Artificial Intelligence and Machine Learning technology. HKT NG
SOC also builds a local Threat Intelligence Platform to consolidate
the local cyber security threat information for the purpose of
detecting real and malicious threat effectively.

The NG SOC'’s threat management services (TMS) keep security
up to speed based on an adaptive security model. TMS benefits
businesses by utilizing integrated local engineering teams and Big
Data analytics to detect advanced cyber attack , protect businesses’
intellectual property, reduce operational costs, and meet today’s
compliance standards. Moreover, TMS provides such advanced
cyber security services to help corporations coping with serious
shortage of IT Security talents which has become a worldwide
chronical issue. The HKT NG SOC also helps enterprises respond
to security problems and provides numerous reports to address
compliance issues.

These efforts have been recognised by HKT's NG SOC winning
the Best Managed Detection and Response Partner Award of
North Asia 2018 by a renowned cyber security Big Data Vendor

Proactive and continuous monitoring

Our iSOC monitors your network around the clock, protection is
assured by tier 1, 2 and 3 experts plus a security manager.
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Real-time analysis

Our security experts correlate and analyze logs by applying local
and global intelli from our threat-intelli platform to
identify threats.

Prompt warnings and alerts

You will be alerted and offered recommendations for remedial
action when cyber threats are detected.
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in May 2018. This award demonstrates the global capability and
quality of HKT’s cybersecurity strength.

HKT partners world renowned security appliance vendors to
develop network based services, namely Security-as-a-Service. A
range of the network based cyber security protection is provided
through this platform such as malicious traffic (DNS) filtering,
Anti-DDoS, managed firewall, and etc. These services, which are
supported by HKT NG SOC, not only fit the security requirement
of big corporations. It also provided Small and Medium Enterprise
a cost effective solution.

Since Hong Kong is a major financial hub, regulatory bodies such
as the HKMA and SFC raise compliance standards in recent years.
Namely, they focus on three areas in the financial institutions:
IT Security fortification, certified IT Security practitioners, and
continuous 24 x 7 monitoring. In response to the compliance
standard, HKT helps customers to build state-of-the-art
security infrastructure. They have implemented many security
infrastructure projects for banks, securities brokers, and large
corporations.

Telephone Deception and HKT’s Star Home Call
Service

Today's fraudsters use telecommunication channels - including
HKT’s - to deceive victims. While HKT is committed to upholding
their customer’s privacy and does not monitor calls, HKT utilizes
alternative methods to reduce telephone deception. Recently,
HKT has launched their Star Home Call Service, a smartphone app
that allows users to link one’s home phone to one’s cell phone.
When linked, users can pick up home calls with their cell phone,
or use the home number to dial out even when the cell phone is
abroad. This app blocks junk calls by cross-referencing incoming
calls with a sophisticated junk call database. ['!
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