Hong Kong Police’s Anti-

Deception Coordination Centre
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In 2016, there were 1,138 confirmed cases of telephone
deception and a loss of HKD221 million. In 2017, there was a
reduction in number of cases (991), but an increase in money
lost (HKD229 million). These statistics go to show the damaging
effects and prompts the need for prevention, detection, and
enforcement against telephone deception. Yet, the numbers are
likely still a conservative estimate because many victims may not
have reported their cases because they are in fear of potential
consequences, in case the alleged kidnapping or the alleged
authority is real. To fight against telephone deception, the Hong
Kong Police Force established the Anti-Deception Coordination
Centre (ADCC) that is dedicated to all types of deceptions and
frauds, including telephone deception. To encourage deception
victims to seek early assistance from the Police, the ADCC
provides a one-stop hotline service where victims can call
(+852) 18222 for consultation on suspected deceptions without
divulging their personal details. ADCC actively supports victims
of deception: from advising the potential victim if the phone call
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Execution: Anti-Deception Coordination Centre (ADCC)

Established under the auspices of Commercial Crime Bureau since July 2017

CALL CENTRE, STOP PAYMENT ~~°7}
& OPERATIONAL SUPPORT '

Provide unique 24/7 service for public
consultation

Disrupt ongoing scams by rendering real-
fime advice

Establish stop payment mechanism with
local financial institutions

Open infernational contact gateway with
external law enforcers for reciprocal asset
recovery
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Identify complex money laundering operations,
direct coordinated investigations and issue
warning red-flags

Track and respond fo deceptions via a unique
intelligence-operation model

Enable swift dissemination of scam alerts fo the
public by its 24/7 operating feature

Command frontline scam response teams in
response to infelligence from financial institutions
to ADCC
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PUBLICITY

Perform real-time monitoring of deception
frend, and utilize all potential channels for
publicity, clarification and advice

Adopt a holistic, flexible, innovative and
inclusive publicity strategy

Deliver Force's endeavours to the public as
a unified package ensuring a professional
and consistent message

Call upon and leverage stakeholders’
assistance at HQ level

ENGAGEMENT

H Establish  strategic  collaboration  with
' external stakeholders and Law Enforcers for
1 prevention, publicity and enforcement
""" against deceptions

Act as a window fo international arena for
deliberation on joint efforts against
deceptions

Proactively engage new stakeholders in

response to new M.O. of deceptions
%
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is a scam, collating useful information provided by the victim, to
engaging the community in anti-scam publicity and partnerships.

If the telephone scammer is caught, they can be charged with
“Fraud”, s.16A of Cap 210 Theft Ordinance with the maximum
sentence of imprisonment for 14 years.

New Trends in Telephone Deception

Inspector Chan notes that telephone deception syndicates employ
the same modus operandi (e.g. “detained son”, “guess who”, and
“pretending officials”) targeting several vulnerable sectors among
the general population in Hong Kong. To maximize their chances
of success, telephone scammers would prepare predictable
dialogue to fit in the “special” profiles of those vulnerable groups
before making the cold calls. To those non local citizens with
conditional stay in Hong Kong (e.g. foreign students or workers
who temporarily stay in Hong Kong), scammers pretend to be
immigration officers or official authorities of their home countries
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and demand money to solve certain visa issues that, if not met, I EEREE ST BEEN T S E T3 o
ADCC's Effectiveness
Fruitful results that we had achieved since the establishment
ANTI-SCAM URGENT INTELLIGENCE-LED
HELPLINE STOP OPERATIONS
18222 PAYMENT
* over 22,000 e around 1,200 e coordinated 23
public enquiries stop payment requests operations with over

processed

e HKS 530 Million

crime proceeds halted

e around 100

ongoing deceptions
intercepted

might result in deportation. To the elderly, scammers may tell
them that their children are kidnapped to extort ransom money.
To the youth, scammers may impersonate an authority figure to
demand personal details. In some cases, scammers would apply
various modus operandi within the same family. For instance, the
fraudsters feign authority and threaten the youth to isolate them
by rejecting any contact with the family. Thereafter, the fraudster
would declare the “kidnap” to the parents and ask for ransom. To
increase the sophistication of the syndicate structure and to avoid
police detection, telephone deception syndicates may be divided
into different teams and each responsible for different roles
throughout the deception. That is, a team may be in charge of
calling, another team in charge of looking up the potential victims’
personal information, and the third team in charge of collecting
money.

30 suspects arrested

(between July 2017 and June 2018)
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The above depicts the workload and achievement of the ADCC
since its establishment until mid-2018. Apart from giving advices
to the members of the public, the ADCC also takes action to
intercept ongoing deceptions. If the situation so warranted, police
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assistance. In one of the cases, a bank staff called up ADCC after
learning an elderly requesting money transfer to save his son from
being detained. ADCC thus sent an officer to meet the victim at
scene and later confirmed that the so-called detention was a scam.

Collaborating with Operators and Other Law
Enforcement Agencies

According to Inspector Chan, the police has been seeking for
closer working partnership with the operators as a part of
their corporate social responsibility (CSR). Whilst some leading
companies in the industry had imposed several measures (e.g.
mass SMS to raise awareness of the latest trends in telephone
deception to the clients) in the scam prevention, the priorities
of each private organization might vary and thus greater effort
is required for alignment. Cost implication and privacy issues are
the major concerns. Nevertheless, protecting the clients from
being prejudiced from fraudulent calls is crucial to maintaining
the user experience, customer satisfaction and ultimately the
customer retention, all of which are regarded as priorities of a
profit-making organization. Whilst a telecommunications officer
has the official duties to ensure smooth transmission of calls in
general, it is a summary offence if any person transmits, or causes
to be transmitted by telecommunications a signal knowing or
believing it to be false or knowing it to be deceptive! . One way to
prevent telephone deception is to filter phone calls and prevent
spoofed calls with false caller ID from reaching the general public,
but this “solution” is controversial. Some urge for filtering of
phone calls and if necessary preventing scam calls from reaching
our citizens for the public interest, whilst others concern the right
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Comparison LLE:

Modus Operandi 3% 2016 2017 No. of Cases %
RUEFELLER
Detained Son FE#E#H2E 287 7 -216 -75.3
Guess Who BBHEH 187 220 33 17.6
Pretending Official lR§ 58 656 698 42 6.4
Others Efth 8 2 -6 -75
Total 8 1,138 991 -147 -12.9
e Comparison i
Loss Amount 18k 48 2016 2017 Amount (million) %
(million H&)  (million &) SELLE
Detained Son E##28 7.23 2.58 -4.65 -64.3
Guess Who EBHE# 10.5 10 0.5 4.8
Pretending Official (R & & 203.74 185.73 -18.01 -8.8
Others HAt 0.11 31.1 30.99 +28 173
Total #8( 221.58 229.41 7.83 3.5
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to communication. Alternative solutions may include muting the
ringtone for suspicious caller IDs or sending the receiver a scam
alert before or right after the suspicious calls.

As it currently stands, most scammers are based overseas and are
rather hard to be traced. In fact, there is no evidence so far to show
that there is any call centres in Hong Kong. Therefore, beyond
local operators, the Police aim to work with external law enforcers
to promote awareness of and conduct joint enforcement actions
against telephone deceptions.

Situation of Telephone Deception in Hong Kong

Fighting against telephone deception is a never-ending battle and
it becomes more challenging because the tricks are constantly
evolving. Unlike traditional crimes, telephone deceptions do
not require any tangible weapon or physical contact, which the
perpetration is not limited by geographical constraints. Telephone
deception call centres, for instance, can simply choose a new list of
numbers to call and switch targets without extensive preparation.

The challenges of detecting telephone deceptions not only include
the identification of scammers, but also the fast dissipation of
crime proceeds. Once victims’ money was remitted to the culprits’
bank accounts, it could be quickly split to multiple bank accounts
across the globe.

Given these circumstances, the Hong Kong Police focuses on
prevention and detection. The latest official statistics show that
telephone deception experienced steep decreases within the
recent years. If we look into details of the 2016 and 2017 as the
table depicts, there is an overall decrease in telephone deception,
but there is an increase in “guess who” and “pretending officials”.
Despite the decrease in number of case, an increase of 3.5% in
the involved amount was recorded and therefore the public need
to remain cautious.

Advice Regarding Telephone Deception

Telephone deception is an ever-present threat that has been
around - as the statistics clearly show - for at least the past
decade. Telephone deception is effective because it can occur at
any time and the identity of caller is hard to be unveiled, especially
for cases involving overseas incoming callers or bank accounts.

On an individual level, one should understand the modus
operandi of telephone deception and be assured that legitimate
public authorities would never ask citizens to transfer money
into an account over the phone. On a social level, one should
communicate with close ones pertaining to experiences with any
form of cybercrime, including telephone deception. In short, all
of us should be wary of callers who ask for money or personal
information. I'1

1 5.28 of Cap 106 TELECOMMUNICATIONS ORDINANCE: A person who
transmits, or causes to be transmitted, by telecommunications a false distress,
urgency, safety or identification signal (a)knowing or believing it to be false; or (b)
with intent to deceive, commits an offence and is liable on summary conviction
to a fine at level 3 and to imprisonment for 2 years.
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