Hutchison Telecom Hong Kong

Is Committed to Enhancing
Information Security

NMEENETBHORAEMRZL

Interviewed by : Dr. Hubert Chan
RaE  REZEL

3 Hong Kong, the mobile arm of Hutchison Telecommunications
(Hong Kong) Holdings Limited (HTHKH), is a leading mobile
communications service provider that offers state-of-the-art
voice, data, and roaming service under 2G, 3G, and advanced
4.5G networks. Back in the old days when telecoms operators
first started selling mobile phones, communication via phone
was restricted to voice calls, but data transmission today has
grown incredibly complex: today's phones include data, voice,
IDD, roaming, social media, and monetary transactions, currency
exchange, registration, sending email. Doing business has also
shifted to the virtual realm; customers can purchase products
anywhere. These changes have prompted the higher and more
comprehensive IT security requirements.

3 Hong Kong's Approach to Data Security

3 Hong Kong recognizes the value of securing data and employs
teams dedicated to keeping data safe. They are governed by group
level polices on information security and data security in areas such
as accountability, access control, risk assessment, data retention
and data deletion. They have also assigned an information
security custodian to design and implement appropriate controls
in compliance with group-level policies and requirements.

As mobile communications are moving toward 5G, Woo predicts
that cybercriminals will have more ways to deceive users and
hack device-to-device communications, or access people’s data
through malicious apps. In some cases, it only takes a user one
mis-click to allow cybercrime to occur. Nonetheless, 5G networks
treat security with utmost importance and have robust systems
built-in to prevent data breaches.

To keep 3 Hong Kong well ahead in cybersecurity, Woo often
consults security experts about the latest tactics in cybercrime.
After consultation, 3 Hong Kong's security team conducts close
inspections to ensure its security systems are equipped with up-
to-date and regularly-reviewed appropriate controls.
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Regarding internal security, 3 Hong Kong ensures its security
framework including firewall, IPS and WAF is implemented with the
latest versions of suitable up-to-date controls as well as security
systems are compatible with one another. Moreover, 3 Hong
Kong's built-in protocols ensure that only authorised personnel
can access sensitive data. User-IDs are reviewed regularly and
obsoleted user-1Ds are removed in a timely manner. Reports and
warnings are promptly addressed if abnormal data access points
are detected. HTHKH'’s parent company conducts annual internal
audits, prepares a detailed audit report and recommends how
3 Hong Kong should maintain and improve IT security controls.
These might include setting a budget allocated towards specific
security infrastructure enhancement.

Service-wise, 3 Hong Kong also sees the need to help corporate
customers protect their mobile security. The company collaborates
with Check Point to launch the ZoneAlarm Mobile Security
service, a downloadable software for large corporations and
corporate staff that actively scans and alerts - but not shutdown
- risks of malware attacks, unsafe Wi-Fi hotspots, infected apps
and short message service (SMS) phishing. The service serves as
a housekeeping tool that uses a multi-layered approach to protect
operating systems.

Corporate Social Responsibility (CSR) and Telephone
Deception

Telecom operators provides mobile services for millions of users
in Hong Kong, but are they responsible for protecting their
customers by tracking/monitoring their calls while upholding
data privacy? Woo expressed interest in cooperating with other
operators to crack down on telephone deception, as long as the
users’ data remains private. Data breaches only help telephone
scammers because they can use the obtained information for
blackmail, manipulation, and open the door for scare tactics. This
sensitive information, in turn, reduces the likelihood that victims
will report their case of telephone deception out of fear that their
details will be exposed.

When 3 Hong Kong customer service gets wind of suspicious
telephone deception activity, they will immediately investigate
and inform their users via notifications on websites, social media,
SMS if irregular calls are detected. 3 Hong Kong was prompt
in spreading awareness and warning users of the latest tactic
of telephone deception called “one ring and cut”: users would
receive unexpected international calls from unknown destinations
with unrecognised prefixes that immediate hang up. If the user
calls the number back, they may incur international charges or will
give away their caller ID for potential manipulation in the future. 3
Hong Kong issued a warning on their website, put up notices on
social media, and SMS. 3 Hong Kong's dedication to CSR extends
beyond deception in Hong Kong; overseas calls disguised as local
calls are also of concern.

Telephone scammers often abuse communication channels put
forth by operators and often launch hundreds/thousands of calls
to scam as many people as possible within a short time span.
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It only takes a user one mis-click to allow cybercrime to occur.
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Telephone scammers often abuse communication channels put forth by operators.

EHFE TR AN E HEOEREETR -

Although 3 Hong Kong can technically examine call digital records
to detect abnormal spikes in activity by IP location - which tracks
the origin of calls and number of calls - it is hard to do this in detail
because of the sheer amount of calls 3 Hong Kong faces every
day. Woo estimates at least 10 million calls daily. Nonetheless,
Woo notes that detecting call activity is indeed possible. Although
there are currently no regulations in place on reporting abnormal
call activity, 3 Hong Kong is happy to follow-up with customers
and cooperate with different stakeholders to combat cybercrime.

Registering and Authenticating Purchased SIM Cards

Some countries require people to register and authenticate their
identity - via official IDs or passports - when purchasing SIM
cards. Some operators in certain countries only allow a fixed
number - usually within 5 to 10 - SIM cards per person at any point
in time. Hong Kong, however, does not have this requirement.
Understandably, there are both sides to this debate: registering
SIM cards matches the SIM card’s activity to an identity and allows
accountability, but there are loopholes that make it difficult to
verify the ID is authentic.

Woo supports this idea in principle but stresses the intricacies,
policies, and sophistication needed for effective implementation.
Woo has experience with SIM card authentication in Vietnam,
Australia, and Sri Lanka, and notes that the process is highly
complex. Forinstance, what happens if the ID used for registration
is a fake ID? Does the person selling the SIM card can discern real
from fake, and is the seller at fault for failing to do so? Fortunately,
there are methods, albeit limited to some places, which allows
vendors to key in IDs - which communicates via the government
and operators - to reach a database of SIM card registrations.
Doing so allows the vendor to determine if the buyer should be
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entitled to purchase a SIM card. In some countries, the vendor can
search up if the buyer's passport immigration status is valid if the
buyer is from overseas.

On a larger picture, registering and authenticating SIM cards
require intricate knowledge of legalities, a set of guidelines
to determine who is accountable, technicalities of SIM card
databases, and issues of connectivity among sellers, government,
operators, and databases. As such, registering SIM cards is a viable
idea, according to Woo, but demands extensive preparation and
ethical guidelines that nonetheless varies by country. Ultimately,
any procedure that involves official IDs has to be treated carefully;
issues also arise when people lose, or claim to lose, their ID
documents.

Data security is of the utmost importance, especially in view of
the increasingly sophisticated tactics employed by cyber criminals.
Operators need to invest significant resources to ensure network
safety, and continuous security enhancement to protect customer
data poses a major challenge to daily operations. [ |
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