Educate the Public to Defend

against Cybercrime
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The rapid rate of technology adoption brings countless benefits
to societies and its citizens. However, adopting technology also
brings advanced technical information that is mostly unknown
to the general public. Many Hong Kong citizens adopt the latest
technology (e.g. newest smartphone models), but they tend to use
only a fraction of what their device can do. Compared to citizens in
Mainland China who integrate e-commerce, WeChat, and online
shopping into their lifestyle, the average Hong Kong citizens do
not utilize the full potential of technology. Though we cannot
attribute cause and effect, there is a strong correlation between
citizens who do not utilize technology to its capacity and citizens
who are not aware of the latest tactics in cybercrime, which
subsequently makes them vulnerable targets for cybercriminals.
Kennedy discussed key tactics in cybercrime, some aspects that
make cybercrime unique in Hong Kong, and how the IT industry
can help combat cybercrime.

Latest Tactics in Cybercrime

Social Engineering. Cybercrime has proliferated in recent years
partly due to sophisticated social engineering, which is the
practice of using various psychological tactics to trick victims into
giving away their personal information. Initially, social engineering
began with fictitious bank sites when Internet banking started,
which in turn promulgated two-factor authentication. Later, social
engineering turned to target corporations with less sophisticated
security systems and trained workforce who are well equipped
with detecting intrusions. Today, social engineers can capitalize
on their targets’ social media to learn the patterns, lifestyle, and
habits of their targeted persons. As a result, many corporations
enact strict policies that dictate what employees can or cannot
post on social media sites. Senior executives, for instance, are not
allowed to post where they are on a business trip because it gives
away valuable context for social engineers.
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Fake Job Listings. A creative tactic of cybercrime involves
cybercriminals - claiming to be company X - posting job ads
looking to hire employees on behalf of company X. However,
sending in a CV requires a submission fee. Though the fee itself
is not large (e.g. US$50), the fraud may damage the reputation of
the legitimate company that the cybercriminals impersonate.

Identity Theft. Kennedy has dealt with many significant cases in
the past couple of years that revolve around the theft/leakage
of personal data, averaging to roughly two cases per month.
Hackers tend to target companies with massive databases that
contain customer information all of it very valuable, including the
customer’s credit card information, payment information, mobile
phone number, residence address, or anything else that assists
hackers in identity theft. Personal data is often sold off on the
dark web.

Smartphone Apps. Kennedy notes that many apps that appear
legitimate or connected to or sanctioned by legitimate businesses
collect personal information. App stores lack a vetting and filtering
process that would weed out the bad actors. There are many so
called “medical apps” that may look as if they were sanctioned by
medical insurance companies when in fact that is not the case.
Volunteering information about one’s health on such apps is a
sure way to having one’s data sold to the highest bidder.

Kennedy also highlighted the risk of using unsecured Public
Wi-Fi networks when working on confidential documents and
also the dangers of accepting “USB Open Wi-Fi systems” - in
coffee shops and hotels for example - invite trouble. Apple
devices which connect to the vulnerable Wi-Fi can see other
Apple devices connected and can easily see what these other
devices are doing.

Public Surveillance. Some countries such as the U.K. have CCTV
cameras installed in public areas, and these cameras are equipped
with advanced technology that can not only identify people from
a distance, but also has the ability to recreate one’s biometrics. If
compromised, hackers can learn of their target’s whereabouts and
lifestyle.

USB Drives. A small USB device can carry malware that infect
computers once the USB is plugged in. Kennedy mentioned that
one way cyber security staff test the preparedness of a company
is to have person X drop a “corporate gift” — usually a USB drive -
to the receptionist and have the receptionist deliver it to person
Y because they just had a meeting together and person X forget
to leave person Y a gift. Kennedy states that the company’s data
can be jeopardized within the hour that the USB is plugged into
the operating system. This anecdote displays the vulnerability
that systems have when faced with malicious software, even
something as small as a flash drive can prove to be an easy way to
gain access to a company’s computer system.
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Cybercrime in Hong Kong

Hong Kong is lagging behind when it comes to legislation
aimed at cyber crime or cyber security. The city could benefit
from adopting practices developed in other countries, such as
having an official computer crimes statute. Hong Kong has many
provisions (e.g. communications ordinance, crimes ordinance) that
deal with cybercrime, but these provisions are somewhat patchy.
Scattered provisions are problematic because cybercriminals can
obtain sensitive data by exploiting a company’s supply chain; data
breaches that occur in a single outpost can imperil a string of
systems. Furthermore, companies are often lacking in coordination
with regards to security matters within their respective supply
chains. Hong Kong does not have a mandatory data breach
notification under the personal data privacy ordinance. Without
clear data breach regulations, the fallback for regulators is to
make companies accountable for the security of their data. Weak
enforcement powers and sanctions in the event of a breach are
unlikely to focus the mind on tightening the grip on the supply
chain and implementing strong security. Cybercrimes that target
Hong Kong citizens but are perpetrated by actors located overseas
(e.g. telephone deception calls from overseas) can at times prove
difficult to handle. Although public directories - physical or digital
- list personal information for a particular purpose (e.g. emails
and phone numbers listed for work purposes), social engineers
can use this information for other purposes (e.g. to impersonate
officials and obtain goods/money by deception). When overseas
social engineers use personal information to perpetrate fraud it
becomes difficult to punish those responsible and to obtain the
necessary evidence for a prosecution in Hong Kong. Nevertheless,
it is still possible to trace back where data is sent, but all this takes
time and money. For email scams, the directors and managers in a
company have the right to gain access to all employees’ emails if it
is necessary to solve cases of cybercrime (e.g. phishing scams). For
money and data transfers, insurance companies can do forensics
on every single log to determine where the intrusion occurred.

Due to the fact that we are living in an increasingly technologically
dependent society, cyber attacks are of fundamental concern,
therefore spending money on IT and cyber security is crucial in
assuring the online safety of individuals. The issue arises when
small-to-mid enterprises with limited resources face the dilemma
of deciding how much to invest in cyber security. An NGO who
has their website hijacked, for instance, might need to find external
parties for help on a pro-bono basis.

IT Industry Should Educate the General Public

IT companies could choose to invest in IT security experts and
related parties to develop their own training materials - targeting
both their workforce and their customers. The purpose of such
training is to inform the public how to detect a cyber-breach or
an intrusion attempt, the clues, hallmarks, of malicious online
behaviour. Videos can educate the public by highlighting case
studies such as the fake job listing case mentioned above that
used a Gmail account to accept CVs. These videos can inform
the public that no large corporation would accept CVs via
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Gmail accounts. The websites, on the other hand, could host an
anonymous discussion board for cybercrime victims to share their
experiences so others would hopefully not be duped in the same
way. However, these videos or websites would likely be monitored
by cybercriminals as well, thereby motivating them to come up
with novel ways to scam victims. Cybercriminals could add their
comments to the discussion board to confuse readers as well.
Through these methods, corporations can educate the general
public on the malevolent nature of cybercrime, and in a world
where we are surrounded by technology this knowledge is crucial
in minimizing the malignant effect of cybercrime in our society.

Concluding Remarks

Kennedy advocates more cyber education for the general public.
Emails or telephone calls that offer goods or services that seems
“too good to be true” are “probably too good to be true”. She
recommends making more information available on new trends
in cybercrime and for people to exercise more restraint before
divulging personal information. I
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