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SmarTone 5S New Standard in
Mobile Service Industry
Offers Total Protection for
Customers
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Onthe journey to becoming a Smart City, there will be anincreasing
use of Internet of Things (IoT) technology and connected devices,
with many more things connected to the Internet than people. In
this quickly evolving world, the ever-growing number of devices
connecting to the Internet is exponentially expanding the attack
surface for hackers.

SmarTone is committed to providing a strengthened and
unparalleled experience to its customers, and has redefined the
new “5S” standard for the mobile service industry, encapsulating
Speed, Stability, Seamlessness, Security and Service. It ushers in a
new era of mobile possibilities for the total customer experience,
redefining a user experience that goes far beyond network speed
to also embrace security. SmarTone delivers much more than a
powerful network, it also focuses on a secure Internet experience.

SmarTone places high importance on protecting personal data
privacy. All customer information is encrypted, and the system
is monitored by dedicated teams around the clock and reviewed
on a regular basis to ensure personal data is securely stored and
processed.

While many public areas provide free data and Wi-Fi networks for
public convenience, these free networks are not inherently secure.

Ms. Anna Yip
Chief Executive Officer
SmarTone
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Cybercrime (e.g. virus attacks) can occur anytime and anywhere,
so an intelligent and comprehensive way to protect smartphones
and customers data is clearly required.

SmarTone is dedicated to keeping abreast of the latest global
trends in cybercrime and cybersecurity sophistication. Yip states
that one of SmarTone’s most effective security apps is ST Protect,
powered by the leading U.S.-based security expert and technology
company Zimperium. ST Protect adopts the world’s first Al-
enabled mobile intrusion prevention system to protect individual
smartphones from known and even unknown mobile threats.

Specifically, ST Protect alerts customers when an unsafe Wi-Fi
connection or man-in-the-middle attack is detected, regardless of
the customers’ geographical locations. ST Protect likewise detects
abnormal activities, including but not limited to malicious apps,
viruses and malware, with patented behavioural analytics that
ensure only permitted information can be accessed. Even when
a smartphone is turned off, ST Protect can continuously run its
behavioural engine to detect threats. To date, ST Protect has
detected over 429,000 mobile threats since its launch.

How SmarTone Tackles Telephone Deception

Besides cybercrime, telephone deception is also a warning issue
that urgently needs to be addressed. Back in 2011, SmarTone
observed that mobile users were overwhelmed by junk calls, so
the company developed and introduced the world’s first app,
Call Guard, that blocks local and overseas junk calls at the mobile
network. The app works with zero disturbance to customers,
providing them with an innovative hassle-free service that blocks
junk calls without accessing or saving customers’ personal contact
lists.

This feature is especially meaningful to mobile users when junk
calls arrive via a long distance call. Blocking junk calls before they
reach users’ phones can help save customers from unnecessary
long distance call fees. Users who download Call Guard also
enjoy effective junk call blocking through an ever-expanding user-
contributed database that is simple to set-up. Users can quickly
and easily customize their junk call block list - even those without
caller IDs - with a simple tap, and numbers reported to the
database are verified to prevent false reporting and protect user
rights. Since its launch, Call Guard has blocked over 150 million
junk calls.

Many telephone scammers may target certain demographic
groups, such as students and business community. Calls that
target these groups may sound more realistic than general cold
calls because scammers often use jargon and speech mannerisms
familiar to their targeted groups. To tackle this, SmarTone educates
its customers about the risks of cybercrime via social media
(e.g. Facebook), and uses creative means such as viral videos to
promote cybersecurity and raise awareness of telephone scams.
For instance, a viral video about Call Guard imitates the image of
Kung Fu Master Bruce Lee, showing that Call Guard is the Master
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of blocking junk calls, enabling customers to use their mobile
phones with a calm and peaceful mind without the disturbance
of junk calls.

Risks of Device Connectivity

Leaping forward to the era of 5G, the loT fosters the development
of connected devices and their applications to help us all live
smarter. While these connections can be tremendously beneficial
(e.g. connecting our phones to our car, washing machine, lights
and doors), cybersecurity is something that cannot be taken lightly.
Security measures must be - and already are being - implemented
before the 5G revolution. With cyberattacks now an inevitable
part of everyday life, it is crucial to not only curb these activities,
but also leverage the latest technology to limit their impact.

Concluding Remarks

Yip reiterates that even though the threats of telephone deception
and cybercrime have been increasing, SmarTone remains
wholeheartedly committed to protecting its customers’ personal
data and privacy. The company continues to invest in stringent
new information security policies so that all of its customers have
the protection they need and deserve for robust cybersecurity in
the 5Gera.| |
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