Social Psychological Analysis
HELEE SN

A Social Psychological Analysis of the
Phenomenon of Underreporting Cybercrimes and
the Concomitant Underlying Factors:

Three Real Local Case Studies
RSO EEAESTMPAZAERNRREZRRBERE

= B4 tth B E E R 3E

Professor Cecilia Cheng, The University of Hong Kong
Mr. Chor-Lam Chau, University College London

Mr. Linus Chan, University of Montana

The study was sponsored by the University of Hong Kong Knowledge
Exchange Fund. Special thanks are given to researchers Qiu Fanggian
and Tu Wenijie of the University of Hong Kong and Hua Zihui, a translator
at Tsinghua University.

The Prevalent Underreporting of Cybercrime

In the current digital age, cybercrime has become a novel modus
operandi to commit crimes and has become a serious problem
in society. According to Cybersecurity Ventures' Official 2017
Annual Cybercrime Report (Morgan, 2017), cybercrime is the
greatest contemporaneous threat to every company in the world.
Last year, Cybersecurity Ventures predicted that cybercrime will
cost the world US$6 trillion annually by 2021, up from US$3
trillionin 2015. The negative effects of cybercrime include damage
and destruction of data, illegal transfer of funds, decreased
productivity, theft of personal and financial data, and theft of
intellectual property. The “Current state of cybercrime” published
by RSA in 2018 indicated that organizations are challenged on
many fronts in their efforts to protect their customers and their
businesses against fraud (RSA, 2018).

The increasing popularity of mobile applications for retail, banking
and other services makes businesses especially vulnerable
to cybercriminals. Therefore, it becomes a prerequisite for
organizations to adopt effective approaches to security across
all digital channels. The cybercriminals becomes increasingly
accustomed and has adapted to different internet platforms,
extending from traditional social media channels to more
specialized network infrastructure. Furthermore, cybercriminals
are developing new tools coeval with advancements in payment
services, serving as expedient means to obtain benefits from the
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victims. In order to cope with the new criminal phenomenon,
the anti-fraud measures for combating cybercrimes need to be
extended to mobile and cloud environments.

The recent loophole of government-developed malware and
hoarded vulnerabilities has reflected the constantly developing
capabilities of cybercriminals. In addition, the widespread use
of new technologies for the Internet of Things (loT) applications
constitutes new vulnerabilities. At the corporate level, the
perceived importance of allocating resources for Cybersecurity is
accentuated. The 2017 U.S. State of Cybercrime report conducted
by CSO revealed that although the average number of security
events decreased year-over-year, events that resulted in a loss or
damage rose and very few companies reported no losses (Nadeau,
2017). Of the 510 respondents, the number of security events at
their company decreased by 8.2% in the past 12 months, from an
average of 161 to 148 incidents. More importantly, despite the
drop in the number of events, more than two-third (68%) reported
that their losses were equivalent or higher than the previous year.
The number of businesses that declared to have experienced no
losses dropped from 36 percent to 30 percent.

With the development in information technology, Cybercrime
perpetrations are coetaneously becoming more mature and
normative. However, its reporting rate is lower than that of
conventional (offline) crimes. The underreporting of cybercrime is
a long-standing problem (McMurdie, 2016; Whitty & Buchanan,
2012). One of the main underlying causes of this phenomenon
is that victims of cybercrime are often reluctant to report these
crimes. In the business sector, many companies regard the
reporting of cybercrimes pertains to the incompetence of their
management team or department for data protection. This will
instigate negative reports from the media and even attract public,
stakeholders’ or customers’ attention or criticism. Some studies
have found that only a disproportionately small proportion of
(17%) companies reported losses inflicted by cybercrime (Clough,
2011; Kshetri, 2006). According to a study published by Hildick-
Smith in 2005 on underreported cybercrimes, the empirical results
clearly support this view. According to the FBI and the Computer
Security Institute’s estimates, the phenomenon of underreporting
of cybercrime incidents in 2002 was quite common, especially in
the business sector.

Social Psychological Factors of Underreporting of
Cybercrime

The social-psychological phenomenon of underreporting of
cybercrime can be explained by the interaction psychological
model (Kshetri, 2006; see Figure 1). This model illustrates the
interrelationship between the pertinent characteristics of law
enforcement, cybercrime victims and cybercriminals. As shown in
Figure 1 (the vicious circle), an important factor leading to low
reporting rate is the inability of law enforcement agencies to
solve cybercrime cases and/or the law enforcement agencies is
subjectively perceived to be incapable of solving cybercrimes cases

60  Official Guide to ICT Industry in Hong Kong & 3 i 3 2 # &

FRIOEERET —CHBNRENERERENEERRNE
- REEEILTE D T RIILERAE S BETIEaE o thoh - Y
# (Internet of Things/loT) EHEITH EZ A NS EAGHT
BRR - ERHEER L - RNEBL2FEME AN E RS
X &R o E20175F CSOHETH) [REIHERKFRFE] BR -
MRLZ2EMHNTHBERAZRE TR - AMELEHERUE
KHRPIANBRIEIN - REBDBARREWREEBEME
& (Nadeau ' 2017) ° fE510BFFHEF MM A RZHE
BEEMTB2EMHE  EBRE—FHRFE161GTRERE
1481 - TRET8.2%  (BEBIENR BEXRELEMY
ENEMHETR  BABB=H2= (68%)HNXMERR -
MR EER 2 BRAEF —FHERNES - BRI ES
EAEER R R EEHI36% TREFI30% °

m

EEE RN ERMRBLE  NERRITEBRARE
B EERRZAERES (B LRIBEXRRE - xR
JRERERERARE A (McMurdie * 2016 : Whitty & Buchanan + 2012)

ERGERRERFEN—EXZENEERE  RRAERNX
EEEAALTEZRRELIFET - HINERT - REQF)S Té’g

BPEREIT - FRTSRIER %iil%iz%?%%z%ﬂ%%%
T EERRARRETE STREENEERE  EF
%ﬁ@%&%ﬁ%ﬁﬁ@ﬁ%&%ﬁt# o —HMFXLEHER - AT
LRI B D8 (17%) REIRM T HABRFERTEKRD
82 (Clough * 2011 i Kshetri * 2006) ° fR#&Hildick-Smith
E2005¢€§%E«Wﬁ$&%%§’&%mﬁ% CBEBERTAES
BT7EEY - REBARAESRNEKLE2MEAMUPERRK
zéﬁﬁ&%ﬁ  REA2002F ME A4 57 $$1¢ﬁ#&iﬁ?ﬂmﬁa E

CREREBREENRERERBRERS -

H

RBREREENESOERE

R FERERE G LERRAIARRELEER (Kshetr,

2006 : RHTE1) PrARiE o EERILHAHIRAFT - AHEE

EXTENEBLRD F-EFH2ENHEERRK - E1
BERR) IR *f‘éﬁﬁﬁEf%E’\JE%%%%ﬂ%%

FIRB B BE TR ER - REBFRBEFRIZELH

HILFED FEER nuIE\/Xﬁ/%ﬁ@Hlajjﬁ&'% o BRBUERBFIHRE

SORBRENIR L ERTHARMRICTERN - BRZ BRI ERAE
BANMBEEABMRPERERNEERAN (XARRRER

W) ERTEREREE (Clough, 2011) ° E3ERKTER
TEEWHRIM (PINERNETAER) NELTE &



Social Psychological Analysis
HELEE SN

by cybercrime victims or cybercriminals. The law enforcement
agencies have been questioned about the inability to catch up
with current cybercrime technologies, inexperience in dealing
with cybercrimes and the inefficient in addressing the widespread
beliefs revolving around cybercrime (and/or beliefs reflective of
the actual conditions) led to serious repercussions (Clough, 2011).
This reduces cybercrime victims confidence in law enforcement
agencies (Such as Police forces and FBI); inadvertently adhering
to the interests of cybercriminals. Consequently, the cybercriminal
will have more experiences of success, accompanied by the
enhancement of confidence in their criminal behaviors (Kshetri,
2006).

In addition, the difficulties of detecting, tracking and tracing
cybercriminals, as well as the aforementioned predicaments
contended by law enforcements, will pose more problems for
law enforcement agencies in tackling cybercrime. Therefore, the
processes of investigating and reporting cybercrime often become
more difficult and discouraging. Even if these cybercrimes are
reported, many countries (especially those with underdeveloped
economies and lack of resources) will not investigate all
cybercrimes because the cybercrime investigation process is
extremely complex, expertise-intensive, resource-intensive, and
cost-intensive. For instance, a study revealed that only 15 percent
of all reported cybercrimes were investigated by law enforcement
agencies, and the rate of detection was not high (Kshetri, 2006).

By comparing the characteristics of cybercrime and conventional
(offline) crime, it was identified by some studies that there was
no conspicuous difference between the two types of criminals;
such as involvement of collusions as groups with organizational
structure and specialization (Broadhurst et. al, 2014); having similar
means, or “‘similarities between traditional crime techniques and
cybercrime techniques” (Sinca, 2015, p. 63). Though this remain
to be a contested territory, where other studies such as that by
indicated otherwise (Nykodym, Taylor & Vilela, 2005); in Russia,
for instance, most of the hackers are higher educated, young
and work independently and they do not possess conventional
criminal characteristics (Kshetri, 2006).

The development of information and communication technologies
facilitated the extensive communication and cooperation between
different countries (including criminal activities and cybercrime).
With the globalization of cybercrime and the anonymity of
cybercriminals, cybercriminals can extend their criminal behavior
beyond their location and/or country (Kshetri, 2006; Wall, 2001).
Therefore, most of the investigations of cybercrime would face
legal issues (Teng, 2017). In large scale investigations, trans-
national cybercrimes would often incur more time. For instance,
in 2000, the United States arrested two Russian hackers by luring
them to the US with job offers. They downloaded data from the
hackers’ computers. Then, these hackers were prosecuted despite
that Russia claimed that the FBI was illegally (referring to hacking
behavior) downloaded data from computers located in Russia.
According to the vicious circle of cybercrime by Kshetri (2006)
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model, these problems and even the failure to solve cybercrime
problems led to the reduction in cybercrime victims' confidence
in law enforcement agencies. The complex composition of these
factors constituted the cybercrime victim's unwillingness to report
cybercrime.

Overview of Hong Kong Telephone Scam Case
Studies

In Hong Kong, there is lack of cybercrime analysis for businesses.
But, the coetaneous prevailing Hong Kong telephone scams
were targeted on new immigrants and visitors. According to Mr.
Lee Ka Chiu John - Secretary for Security, the number of cases
related to telephone scam had decreased in 2017, but the
financial losses had increased (Leung, South China Morning Post,
2017a). According to Counterfeit, Forgery and Support Division
of Commercial Crime Bureau disclosed that most of the victims
were new immigrants and visitors coming from mainland China.
There were 426 confirmed cases of telephone deception in
the first three quarters and more than one-third of the victims
were mainland Chinese university students (Leung, South China
Morning Post, 2017b). They have suffered various degrees of
financial losses ranging from ten thousands of Hong Kong dollars
to hundreds of thousands or even millions of Hong Kong dollars.

According to Superintendent Chan Tin Chu Andy - Counterfeit,
Forgery And Support Division of Commercial Crime Bureau
said that the telephone scammers are inclined to impersonate
immigration officers, using “Official Documents” to lure the
victims because these “Official Documents” are very important for
new immigrants. Hence, the new immigrants from mainland China
may be affected by the psychological disconcertion and become
more susceptible to deception (Leung, 2017b). These concerns
and face-saving culture of Chinese often led to the problem of
underreporting of crimes aforementioned. Thus, these reported
telephone deception cases are only the tip of the iceberg.

In order to furtherinvestigate the cybercrime victims’ psychological
status and thereby helping the new immigrants from mainland
China to prevent from being deceived from this type of fraud,
the Social and Health Psychology Laboratory of the Department
of Psychology at the University of Hong Kong conducted an
academic research from February to April in 2018 to further
understand the modus operandi and characteristics of this type of
scams. The research was conducted via several internet platforms
such as Weibo and WeChat. A total of 80 mainland students
were recruited to participants of this study. Nearly 20% of the
respondents have heard of mainland students tricked by telephone,
and 70% of the respondents have received suspicious deception
calls. This illustrates that telephone scam is often targeting the
group studied. It is most noteworthy and concerning that 5% of
the respondents admitted that they have suffered financial loss in
telephone deception. But, when the research team invited those
victims to participate in a further interview of greater depth, none
of them were willing to participate.
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The research team invited another group of respondents (who
had received suspicious scam calls but whom did not suffer any
financial loss) to participate a further interview. Originally, eight
respondents agreed to attend the interview; though, only three
of them participated. From these three respondents (or the
paraphrasing parties), all of them successfully avoided losses in
telephone deception. We obtained valuable information from
them and generated strategies to prevent losses from telephone
scams. The following described the interview results of three
successful cases:

The Best Practice Guideline for Preventing
Telephone Scam Victimization

The first respondent’s information serves as a primary source, as he
received the call from telephone scammer (caller) who pretended
to help the respondent in handling and investigating suspicious
parcels found by the Custom and Exercise Department, and to
lure him to disclose his personal information. The respondent did
not fulfilled the scammer’s request. Instead, he asked the scammer
for background information (such as the name of courier company,
the full name of the receiver and the telephone number) in order
to verify whether the scammer’s request was rational. Although
the scammer tried not to reply directly the respondent’s questions
by repeatedly affirming attempting to help out of kindness, this
elicited suspicion of the identity of the caller.

Although respondent 1 was initially stressed, he was not
overwhelmed by this nor victimized. This can be ascribed to the
increasingly noticeable (four dimensions of) suspiciousness of the
caller, this refers to 1) the caller only knew the surname of the
respondent rather than the full name, 2) the parcel did not exist,
3) the caller’s tone of voice appeared to be exceedingly convivial
and 4) judgment of caller being highly unlikely to be originating
from Hong Kong because of his mainland Chinese accent. After
hanging up the phone, the respondent thought critically about
the conversation and realized that this was a telephone scam.
Such a conclusion is drawn based on memory cueing, which
involved thinking about his friend having a similar experience with
telephone scam (of the scams having similar characteristics) and
he had also heard about the risk of telephone scams previously.

The respondent noticed that the scam might be more effective
if the scammer forced him to call another phone number. In this
way, the potential victim will seem to be more involved with the
case because they take the initiative to make the call.

As a precautionary initiative against telephone fraud, the
respondent suggested that we should share own-experience to
friends, even to schools and the police department. The attempt
of deception was unsuccessful because the respondent did
not follow the scammer’s instructions. Respondent 1 showed
some form of defensive attitude (a form of defence mechanism
stated in the model), has some understanding and awareness of
telephone fraud. These factors can reduce the chances of success
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of telephone fraud, serving as corroborative support for our
proposed model.

The second respondent did not directly experience telephone
fraud, but shared his friend’'s experience. The scammer (caller)
claimed to be a financial officer from Shanghai, who is responsible
for managing the funds of mainland students in Hong Kong.
Subsequently, the scammer requested information for his friend’s
bank account information. The friend happened to experience
problems with his bank account verification procedures, so he told
the scammer some important information, including a credit card’s
three-digit verification code. Fortunately, the scam failed because
his friend was apprehensive after disclosing this information and
requested to freeze his bank account next day.

Respondent 2 believes that for cybercrimes to be effective,
scammers should already know some information about the target
for fraud. They should also know that the targeted individual
wants to verify the information. In addition, scammers could
create fraudulent bureaucracy where scam calls are transferred to
different contrived “departments’”.

This case elucidated that to combat telephone fraud, individuals
who received such calls should remain calm, vigilant and refuse to
give information to the caller until the caller’s identity is verified.
An example of an indicator for potential danger would be a caller
from Shanghai should have a mainland accent but not a Hong
Kong accent.

Respondent 2 believes that augmenting public awareness is to the
prerequisite for reducing cybercrime. The Hong Kong police could
inform citizens that they never ask for identifiable information
through phone calls and cooperate with schools to disseminate
the message. Schools could inform the students about cybercrime
by providing reference materials such as booklets through email.

Although the respondent complied with the scammer’s request for
financial information, he displayed a form of defence mechanism
(i.e., freezing bank account) which prevented the scammer’s
success. Thus, this case study contributes to supporting evidence
that supports our proposed model.

The third respondent is directly involved in the call. He answered
a phone call that began with voice recordings (which was thought
to be an organization’s personnel by respondent 3) followed by
the scammer’s voice pretending to be an official of a government
authority. The scammer threatened respondent 3 for money in a
very urgent tone. Respondent 3 requested scammer to explain
the procedures involved to solve the problem. The pre-recordings
of threats pertinent to legal repercussions (if directions were not
followed) were usually presented with a female voice.
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Respondent 3 is well aware of the telephone fraud cases for
the recent vyears, and he was astutely aware that the call was
deceptive. Therefore, respondent 3 will not to trust any unknown
callers.

Similar to cases 1 and 2, this respondent noted a constituent
element for cybercrimes’ successes, which is scammers’ pre-
existing knowledge of background information about the victims.
The victim should confirm if the caller is authentic through other
channels. He believes that more widespread dissemination of
issues relating to cybercrimes will help to reduce telephone fraud
cases.

This case again supports our proposed model, because prior
knowledge of fraudulent calls led the potential victim to be
cautious of fraudulent callers. This prior knowledge protected the
respondents from threats and intimidation.
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Figure 1 : The vicious circle of cybercrimes. The proposed framework outlines how the characteristics of law enforcement

agencies, cybercrime victims and cybercriminals are inextricably intertwined, and shaped the cybercrime

phenomenon.
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