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5G touches almost every aspect of the way we live our lives. It is
not just about faster, bigger or better, it is about utilizing 5G as an
enabler to a series of services that we all will consume in every
aspect of our lives. 5G will increase in wireless capacity by 1,000
times and connect 7 billion people and 7 trillion “things”, estimates
a joint initiative between EU Commission and European ICT. The
Winter Olympics in South Korea in February 2018 have made a
major 5G trial - cameras attached to bobsleds are streaming live
video showing the navigator’s view racing down the course. This
5G technology is due to be rolled out by South Korean wireless
carriers next year. In Canada, the US and elsewhere, mobile
carriers are running tests and investing in new radio equipment
and cell sites.

As we move into the 5G era, we are also seeing attacks that are
more sophisticated. In the world of 5G, traditional siloed security
and add-on edge appliances have limitations, are complicated
and costly. Security today does not interoperate enough with the
network and there will be gaps if we follow the same approach
with 5G. Now is the time to consider the security implications and
cyber risk profile that come with 5G.

5G Security Architecture: Visibility and Control

The 5G’s evolving architectural nature and an expanding threat
surface callforanintegrated end-to-end approach to cybersecurity.
Service provider needs security innovations based on visibility and
control for the entire 5G network, up to all applications, to ensure
a secure delivery of new cases with service assurance.

Visibility refers to the ability to see and correlate information
from the carrier cloud to baseline proper behavior and then to
measure deviation from that norm. Sources of visibility come from
traditional network measurements (netflow, open flow, etc.), but
the need to measure all aspects of a flow, from all elements of
the carrier cloud to the application to the end customer, has
changed what data is collected and where we get it. An example
of the new visibility includes the use of application level probes
that are synthetically generated and travel through the network
to get a clear picture of how an application is behaving. Another
example is where the Path Computation Element, which has a
near real time database representing the network topology, is
queried programmatically to determine the impact of a potential
mitigation action on critical service classes for DDoS. Once all of
the telemetry is gathered, a security controller and workflow will
analyze it and determine, based on policy, suggested mitigation
and controls to be applied. In Cisco, we have an iterative loop
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of constant learning. The Cisco Talos research team keeps
our customers ahead of the game by its threat research and
deployment of mitigation rules into our full portfolio of products,
removing that burden from the Service Provider allowing them
to focus on their core competencies.

Control refers to the actions taken to mitigate an attack. Some
controls are taken proactively while others are applied after an
attack takes place. There are two types of attacks. Day zero
attacks are threats that we don't previously have a fingerprint
for. Typically they are deviations in known good behavior of the
carrier cloud and applications that request service and state from
it, are identified by the security controller and some action is
then taken to mitigate the attack or to get additional visibility, an
action sometimes taken to properly identify the adversary. Day
one attacks are threats that we have a signature or fingerprint for
and, quite often, a mitigation strategy exist in advance to handle
the attack. Controls take the form of modifications to the carrier
cloud to apply quality of service changes in per hop behavior to
minimize the impact of an attack, or take the form of physical and
virtual security assets applied as close to the source of the threat
as possible in order to minimize collateral damage.

5G Security Innovation: Al and Deep Learning

Innovation in the way that we apply the information we have,
in a close loop iterative process, is a recent innovation in threat
visibility and mitigation. This is where automation, orchestration
and NFV meets security to solve today and tomorrow’s security
needs. The three elements of the closed loop iterative process
are policy, analytics, and the application delivery cloud (the whole
transaction from the application to the networks used to serve
it). Operators can now apply innovative methods to correlate
geo-location information to behavioral analytics, compare those
against policy in the context of a threat to the carrier cloud,
and ascertain the nature of that threat and actions about it
with far greater clarity. Visibility and control properly applied to
the advanced threats of today offer the carrier cloud a level of
protection. We must continue to evolve, grow and get smarter to
keep our networks safe and resilient in the time of attack.

Cisco’s 5G security architecture combines artificial intelligence (Al)
and deep learning to create a network that will orchestrate both
physical and virtual resources with equal proficiency resulting in
optimal network efficiencies. Network and context information is
automated with shared telemetry and cloud processing to lower
the time to detect and respond. With this unique approach, Cisco
has successfully lowered the time to detection from the industry
average of 100 to 200 days to as low as four hours.

In the end, security is about finding threats faster, fixing them
faster and learning all of the time. The benefits of a 5G security
architecture include better optimization and new economic
opportunities for mobile service providers and their customers.
In fact, Cisco is committed to building a secure network not only
for 5G, but also all other networks across different sectors and
purpose, because we believe that security is foundational to every
business in the digitization era. Ml

(AR ] BIFERIE I EEMIBE ] - Al AR X BB E - Jrr]
NRREELRNEY - WEAHAME - —1E2 [SRHERE

(Zero Day Attack) | - BIREREBHIIENKE - BEE
MesfEnERRERALEERR  BREETAMENE
BIE - RBEARETHSBETCEANSEZHBAEN - 86
FEEZSRNEBBRNITELZREEN LR - £ Day One
AttackBIFE (B ZE & AR - BE AR KEBSES
FEHERER LEHEE - EREREFOTEHETR

(per-hop behavior) REITIRKEE X EF AL HENZER,
ERE  ARESELRERBENTANTE RS EROBR
LZrfE  NBREEREEXTE -

S5GHRERZZRAIN: ATEREREEEZE
FRBRALZAZENEN - WIEEMOBEIIEFEAEE
TENEEMEIR - BLEMOE (AR & [AEE] X
Kigm - BB - BERE (orchestration) FABAEIIAEE T
& (NFV) ERMRBEEEE ZE2RBESANAKRNE
Ko B - o WRIERRNEN (Application Delivery
Cloud) =8z« B T —AZHEBEMFIR - EERERA
FEBAIFT L - EIBABEMPERITRAAN - RIEELLE
EEMHER SRR THBOR - AKBAHEZEE TE RAE
JEREMERERE o [AA8ME] F1 [eJi1E ] sEEE NS RATR
FEREE  MEERERREEEON LS - R - &M
WBIHEWES  RENFARURERS - B SEHEE
BesE — IR REETT -

FoN - BRIMSCER L2 RBHEEATISELRESE 4
WEBMREREERERER  LWERREREREE - B4
BEEMEABRENSBAEA U EETHRHEHER - AR
RERAMEEHENRRE - BREMBIFNAE - HHBER
B R B E B (time-to-detection) 100200k » BFl
ERESG AR 24/ N o

BRLE2REREWRIEE  EREMNTEHEE - YNGR
BRBHERKS  HENRERAREEMMRNTPREEE
LR - EERIENAORE - HE - TRESCRKLARE
RS - BRUTEIEL ERBE L 2RI R ER 2
TREXkAZ BAATEEEEHBEER  BRLE2REMRE
BERRNEEEL - R

Official Guide to ICT Industry in Hong Kong & & 1B &l # # & 131



